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Main events in November

Visit dig.watch/past-events for details & reports

2	Nov. The	Future	of	Work	(Geneva)
6	Nov. Web	Summit	(Lisbon)
6-8	Nov. CSTD	2017–2018	Inter-Sessional	Panel	(Geneva)
6-10	Nov. Geneva	Peace	Week	(Geneva)
8	Nov. Artificial	Intelligence	and	Inclusion	Symposium	(Rio	de	Janeiro)
9	Nov. Big	Data	for	Prevention:	Balancing	Opportunities	with	Challenges	(Geneva)
9	Nov. Current	Internet	Governance	Challenges:	What's	Next?	(Geneva)
12	Nov. IETF	100	(Singapore)
13-17	Nov.		 GGE	on	Lethal	Autonomous	Weapons	Systems	(Geneva)
14	Nov. 15th	World	Telecommunication/ICT	Indicators	Symposium	(Hammamet)
16	Nov. Int’l	Conference	on	Cyberlaw,	Cybercrime	&	Cybersecurity	2017	(New	Delhi)
21	Nov. European	Big	Data	Value	Forum	(Versailles)
23	Nov. Global	Conference	on	Cyberspace	2017	(New	Delhi)
27–29	Nov. 6th	United	Nations	Forum	on	Business	and	Human	Rights	(Geneva)
28	Nov. Blockchain Summit	(London)
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Digital policy developments

What	happened	in	November?
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Trends

Which	were	the	main	
digital	policy	trends	in	November?
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1. Search	for	cyber-norms	continues

UN	GGE	ended	without	consensus;	
search	for	cyber-norms	continues:

• Microsoft	President	reiterated	call	for	
Digital	Geneva	Convention

• Geneva	Digital	Talks	addressed	
technical	solutions	for	growing	
cybersecurity	challenges

• Global	Cyberspace	Conference	covered	aspects	of	global	cybersecurity	
cooperation,	especially	capacity	development	

• Global	Commission	on	the	Stability	of	Cyberspace	issued	Call	to	Protect	the	
Public	Core	of	the	Internet

Brad	Smith
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2. Debate on autonomous weapons continues

Debate	continued	by	GGE	on	Lethal	Autonomous	Weapons	Systems	in	Geneva;	
proposed	recommendations	&	reached	various	conclusions:
• No	clear	agreement	on	the	scope	of	the	definition	of	LAWS
• Many	technological,	military,	legal,	ethical	challenges
• Complexity	increases	since	AI	can	be	used	for	civilian	&	military	purposes
• International	humanitarian	law	applies	to	

all	weapons	systems
• Existing	laws	may	not	be	sufficient;	

moratorium	suggested
• Responsibility	for	deployment	of	any	weapons

system	remains	with	the	state
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3.	Failure	to	disclose:	More	leaks	&	vulnerabilities

• Uber	failed	to	disclose	data	leak.	Company	paid	
$100	000	to	intruders	to	delete	data	and	keep	mum

• White	House	released	new	Vulnerability	Equity	
Process	by	which	government	decides	which	
vulnerabilities	it	will	disclose:
– 90%	of	vulnerabilities	are	disclosed
– 10%	non-disclosed	raises	concern
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4. Courts shaping digital policy 

• In	June,	Canadian	Supreme	Court	
ordered	Google	to	remove	search	
results	globally.	Case	concerned	IPR.

• In	November,	a US	judge	blocked	
right-to-be-delisted	decision	by	Supreme	
Court	from	being	applicable	in	the	USA

• Judgments	can	leading	to	conflicting	
rulings
– Applicability	of	search	warrants	over	data	held	overseas
– Uber	drivers:	employees	or	contractors?
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5. Rifts visible head of MC11 

• Digital	policy	issues	increasingly	framed	as	trade-related	issues;	some	
countries	in	favour	of	negotiating	new	e-commerce	rules,	others	against.

• Ahead	of	WTO	Ministerial	Conference,	rifts	appearing	between	developing	
and	developed	countries

• Large	majority	of	developing	countries:	they	will	oppose	negotiations,	and	
will	adhere	only	to	the	existing	non-binding	1998	work	programme	

• EU	and	other	developed	countries:	in	favour	of	change	in	e-commerce	
mandate



28	November	2017				|				13

Main events in December

Visit dig.watch/events for details

3-5	Dec. World	Internet	Conference	(Wuzhen)
7-12	Dec. Connecting	Europe	with	Building	Blocks:	

Making	the	Digital	Single	Market	a	Reality	(Brussels)
10-13	Dec. WTO	Ministerial	Conference	2017	(Buenos	Aires)
17	Dec. GigaNet Annual	Symposium	(Geneva)
18-21	Dec. 12th	Internet	Governance	Forum	(Geneva)	– Session	reports	by	the	GIP
20	Dec. WSIS	Forum	2018	Open	Consultation	Process:	

1st Physical	Meeting	(Geneva)



28	November	2017				|				14

From the Geneva Internet Platform & DiploFoundation
Past
3	Nov. Geneva	Digital	Talks:	How	Can	Technological	Solutions	Advance	

Cybersecurity?
1,	9	Nov. Tweetup	&	Panel	discussion:	Current	Internet	Governance	Challenges:	

What’s	Next?
9	Nov. Geneva	Digital	Talks:	Preventing	Cyber	Conflicts:	Do	We	Need	a	Cyber	

Treaty?
9	Nov. Geneva	Peace	Week:	Big	Data	for	Prevention:	Balancing	Opportunities	with	

Challenges
17-18	Nov. 15th Anniversary	Conference:	The	Future	of	Diplomacy	(Malta)

Upcoming
28	Nov. Where	and	how	to	protect	legal	interests	in	the	digital	era
18-21	Dec. Diplo	&	the	GIP	at	the	12th IGF:	workshops,	Art@IGF	exhibition,	reporting	&	

IGF	Daily	newsletters,	Geneva	Digital	Talks	http://dig.watch/igf2017
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Regional updates

Local	hubs	&	regional	perspectives

More: dig.watch/briefing-nov17


