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Visit http://digitalwatch.giplatform.org/events for details... 

 
 
 
 
 
	

Main events in October 

3-4	Oct:	ENOG	12	/	RIPE	NCC	Regional	Mee;ng	(Yerevan)	
5	Oct:	Internet	Inclusion:	Global	Connect	Stakeholders	Advancing	Solu;ons	
(Washington)	
5-7	Oct:	eCrime	Cyber-Security	Symposium	(Bra;slava)	
5-8	Oct:	AoIR	2016	Berlin:	Internet	Rules!	(Berlin)	
10-14	Oct:	ITU	Council	Working	Groups	mee;ngs	(Geneva)	
11-14	Oct:	AfICTA	Summit	2016	(Windhoek)	
17	Oct:	4th	BEREC	Stakeholder	Forum	Mee;ng	(Brussels)	
17-18	Oct:	Freedom	Online	Conference	2016	(San	José)	
24	Oct:	Global	Standards	Symposium	(Hammamet)	
25	Oct-3	Nov:	World	Telecommunica;on	Standardiza;on	Assembly	2016	
(Hammamet)	
25-27	Oct:	IoT	Solu;ons	World	Congress	(Barcelona)	
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Trends 

Top	5	trends	in	digital	policy	in	
October	
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1. IoT devices used in DDoS attacks 
 

•  Two	major	DDoS	a_acks	in		
October,	using	devices	that		
can	connect	to	the	Internet		
(security	cameras,	baby		
monitors,	video	recorders	etc)	

•  First	a_ack:	used	over	1	million		
devices	against	US	security	researcher	and	French	network	service	provider	

•  Second	a_ack:	directed	against	systems	operated	by	DNS	provider	Dyn.		
Major	websites	rendered	inaccessible	included	Twi_er,	PayPal,	Airbnb,	
Amazon,	and	several	online	journals	

•  In	common:	unprecedented	scale	of	the	a_acks	
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2. More bilateral cybersecurity agreements 
 
•  States	increasingly	concluding	bilateral	agreements	on	cyber		

issues,	par;cularly	cybersecurity.	In	2016,	over	20	bilateral	arrangements	
concluded,	mostly	with	USA	

•  Latest	is	India	and	Russia’s	formal	cyber	agreement	tackling	cybercrime	
cyber-terrorism;	will	include		
defence	and	na;onal	security	

		

•  Canada	and	China	also		
started	nego;a;ons;		
possible	agreement		
expected	to	tackle	cyber-	
espionage,	data	thee,	and		
state-sponsored	a_acks	

Credit:	Punjab	News	Express	
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3. Tackling challenges related to AI 
 

 
 
 

•  Ar;ficial	intelligence	expected	to	make		
significant	progress	in	broadly-applicable		
intelligence	

•  AI	presents	new	social,	ethical,	legal	concerns;		
main	concerns	are	implica;ons	on	jobs,	skills,		
economy	

•  US	outlined	strategy	for	promo;ng	AI		
research	and	development	

•  UK	Parliament	urges	government	to	take	proac;ve	measures	
•  Too	early	to	consider	sector-wide	regula;ons?	
	

The	GIP	Digital	Watch	observatory	will	analyse	AI	developments	&	challenges.	More	
on	digitalwatch.gipla?orm.org		

Credit:	Sciencefriday.com	
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•  Elec;ons	and	poli;cally-driven		
mo;va;ons	at	the	heart	of	two	incidents			

•  WikiLeaks’	Julian	Assange	had	Internet		
connec;on	par;ally	restricted	by		
Ecuador	to	stop	WikiLeaks’	interference		
with	the	US	elec;on.	Ecuador	pressured		
by	US	authori;es	

•  Montenegro	blocked	Viber	and	WhatsApp		
during	country’s	parliamentary	elec;on	

4. Access to Internet, apps interrupted 
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5. Free Basics controversy reignited  

•  Facebook	plans	to	launch	Free	Basics		
in	USA.	Controversy	over	zero-ra;ng		
reignited	

•  Free	Basics	raised	red	flags	in	India		
and	Egypt	last	year,	but	available	in		
more	than	40	countries,	mostly		
in	Africa	

•  Debate:	those	who	see	such	services		
as	essen;al	in	connec;ng	underserved		
popula;ons	VS	those	who	claim	that	such	services	breach	net	neutrality	
principles	
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Main events in November 

Visit http://digitalwatch.giplatform.org/events for details... 

•  3-9	Nov:	ICANN	57	(Hyderabad)	
•  8-10	Nov:	Digital	Transforma;on	Forum	(Rabat)	
•  10	Nov:	ITU-UNECE-WEF	High	Level	Forum	on	Inspiring	Smart	Ci;es	and	Urban	

Services	(Geneva)	
•  13-18	Nov:	IETF	97	Seoul	(Seoul)	
•  14	Nov:	ITU	Telecom	World	2016	(Bangkok)	
•  14-16	Nov:	Global	Internet	and	Jurisdic;on	Conference	2016	(Paris)	
•  16-18	Nov:	Octopus	Conference	2016:	Coopera;on	against	Cybercrime	(Strasbourg)	
•  17	Nov:	4th	Annual	European	Cyber	Security	Conference	(Brussels)	
•  17-18	Nov:	2016	Annual	Colloquium	on	Fundamental	Rights	(Brussels)	
•  25-30	Nov:	Afrinic	25	
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From the Geneva Internet Platform & DiploFoundation 

Upcoming…	
	

• 31	Oct:	Issue	15	of	the	Geneva	Digital	Watch	newsle_er	is	out	
(h_p://digitalwatch.giplanorm.org/newsle_er)	

• 31	Oct-2	Nov:	Diplo/GIP	at	MAPPING	Second	General	Assembly	(Prague)	
(h_p://digitalwatch.giplanorm.org/events/mapping-second-general-assembly)	

• 4-25	Nov:	How	Computers	Really	Work:	Outsmart	Your	Smartphone!	(Geneva)	
(h_p://digitalwatch.giplanorm.org/events/how-computers-really-work-outsmart-your-
smartphone)	

• 9	Nov:	Competence	building	for	Cyberspace	(Geneva)	
(h_p://digitalwatch.giplanorm.org/events/competence-building-cyberpeace)	

• 29	Nov:	[Briefing]	Internet	governance	in	November	2016	
(h_p://digitalwatch.giplanorm.org/events/briefing-internet-governance-november-2016)	
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Regional updates 

Local	hubs	&	regional	perspecAves	
	

Brazil	
Indonesia	
Tunisia		

South	Eastern	Europe	
	
	

More:	dw.giplanorm.org/events/briefing-internet-governance-october-2016	
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Next steps… 

Time	for	your		
quesAons	&	
suggesAons	


