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Executive summary

As cyberspace becomes an essential component of our society, cybersecurity has come to the
forefront of the political agenda. A growing number of reported incidents demand governments to
come up with a strategic response for countering cyber-threats, especially for protecting the critical
infrastructure (Cl). Developing knowledgeable and competent labour for this fast-changing area is
one of the main strategic challenges faced by many countries, including Switzerland.

This research responds to an inquiry by the Federal Department of Foreign Affairs (FDFA) of
Switzerland about collecting and analysing experiences from several OECD states that have
systematically advanced cyber competence building. Qualitative research was conducted from July
to October 2015, based on reviews, analyses, and secondary analyses of publicly available sources.
The report presents key trends and policy options for building competences in cybersecurity as
identified in ten OECD countries which enjoy advanced levels of cyber-maturity: Austria (AT), Estonia
(EE), Finland (FI), France (FR), Germany (DE), Israel (IS), the Netherlands (NL), the Republic of Korea
(KR), the United Kingdom (UK), and the United States (US).

The main driver for cyber competence building in the studied states is the demand to respond to the
growing number of cyber-threats experienced, especially in critical sectors. Achieving self-
sustainability and (partial) autonomy in this response, while maintaining and developing
international cooperation, is an incentive for states to develop national capacities rather than to
outsource to foreign experts. Additionally, the increasing dependence of the corporate sector on the
Internet has created a demand for qualified labour, which is being recognised by states as a possible
driver for employment, economic growth, and global competitiveness. All the studied countries have
recognised both sides of the cybersecurity coin, the risks and the opportunities, and are developing
the means to transform the national labour market to meet the changing environment.

The multidisciplinary nature of cyberspace, combined with the pace of technology development,
demands a comprehensive approach to building competences that goes beyond traditional
education and one-off training courses for institutions and companies. All the experiences from the
studied countries are heavily based on public-private partnerships, whether for support of the
development and certification of new university curricula and research capabilities — and the
subsequent positioning of the emerging industry in cyber-advanced regions — or for outreach to and
certification of professional training programmes for public institutions and the private sector.

Looking at the experiences of the ten countries selected, several main trends were identified. All of
the countries are actively supporting the development of university and research programmes.
Depending on the country and its organisation, as well as its geopolitical situation, different
ministries are participating in the financing of research and training centres. A substantial element of
public-private partnerships is present; with support of the governments, many of the universities
and their related research labs have developed cooperation with numerous private sector partners.

Most of the larger research labs have partnered with multinational companies ranging from network
technology providers such as Intel and CISCO, to general ICT companies such as Microsoft, or
telecommunication providers such as Deutsche Telekom, and in some cases even defence industries
such as Airbus Group SE. Such partnerships provide funds and conditions to enhance the academic
portfolio, develop cutting-edge and applied solutions to technology, and increase the global



competitiveness of the region and the country in cybersecurity markets. The partnerships developed
at the Cyberspark Initiative in Israel, the JyvSecTec in Finland, and the Cybersecurity Centres in
Germany are three leading examples that allow us to grasp their potential. Yet there are also
examples of regional developments in France and the Netherlands which are being used to increase
the countries’ national competitiveness in the cybersecurity industry.

On the other hand, some university training facilities tend to also have partnerships with state
security institutions as in cases of the UK, the USA, and the Republic of Korea. The aim seems to be
to support knowledge transfer and accelerate the integration of students into the needs of their
potential employers - be they the public or security sector, Cl operators, or the private sector which
intends to provide services to the government. The UK and the USA have taken an additional step in
developing a university labelling programme which aims to encourage academic institutions to
include specific knowledge in their curricula.

While these developments require larger amounts of funding and bring results on a longer-term
basis, the market is also in need of short-term solutions for the current gap in qualified labour. A
clear trend is the collaboration of governments with professional certification institutions which
provide for a quick workforce conversion and a certain degree of knowledge standardisation.

The solutions applied by governments range from requiring certificates from private certification
institutions for government or private sector employment, such as in the USA, to developing their
own certification programmes in collaboration with such a private certification institution, such as in
Germany. The use of private certification bodies allows a form of soft standardisation of the
minimum knowledge and ability requirements for the public and the private sector, enabling rapid
labour market qualification and conversion.

Several trends have identified the need for small and medium enterprises (SMEs) as well as Cl
operators to grasp the stakes at hand and develop their competencies in the cyber realm. The UK
has recently developed its Cyber Essentials tool-kit for SMEs and requires its providers to adopt it,
whereas in Germany and France initiatives were developed to support SMEs and Cl operators in
increasing their cybersecurity. The USA has developed a flexible Framework for Improving Critical
Infrastructure Cybersecurity that companies of different size should be able to adopt.

Another trend focuses on developing targeted training programmes for managers, senior-level
executives, and decision-makers. Two countries at the forefront of cybersecurity — Finland and Israel
— have developed university-grade degrees and executive academic programmes in order to fill in
the gap in both private and public sectors, while Germany uses an extensive professional network in
order to push for manager awareness.

Finally, the lack of a definition of cybersecurity-related jobs creates a number of challenges, ranging
from recruitment to training, as well as to general cybersecurity organisation within an institution.
Moreover, this creates hurdles for labour mobility and lags in labour reallocation, limiting the
potential for employers and candidates to find the right match. Governments, such as France and
the UK, have started developing job descriptions while the USA has defined the required knowledge
training for different jobs in its National Cybersecurity Workforce Framework 2.0.

All the identified policy options combine strategy led by government with the hands-on experience
and the financial potential of the corporate sector as well as the knowledge and research potential
of the universities. The initiatives are shaped in such a way that each of the parties involved has an
interest in strengthening local expertise.



The effect of these identified trends goes beyond developing national competences for response to
cyber-threats. They extend to the transformation of national labour markets and greater
employment and economic growth. Moreover, in many cases this leads to the establishment of a

cutting-edge cyber-industry which raises the competitiveness of states in the increasingly important
global cyber-markets.
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Table: Overview of the most prominent examples from the studied countries (the list is not exhaustive).




1 Introduction

1.1 Objective

This report was prepared as result of an inquiry by the Federal Department of Foreign Affairs (FDFA)
of Switzerland — ‘Promote cybersecurity competence building in Switzerland through lessons learned
abroad’ — to conduct a research project on Cybersecurity Competence Building in Switzerland. The
enquiry collected experiences from several OECD states that have systematically advanced cyber
competence building, evaluating their experiences and outlining those that could feed into the
ongoing implementation process of the National Strategy for the Protection of Switzerland against
Cyber Risks (NCS).

The objective of the research is to contribute to strengthening cybersecurity skills and competences
in Switzerland, especially those significant for the protection of Cl. The report contributes to the
follow up of the NCS, and particularly the field of action related to competence building and
Measures 7 and 8, through highlighting international practices and discussing policy options for
building competences in cybersecurity.

The report provides a review of trends and possible policy instruments for developing cybersecurity
competence based on the experiences from existing measures in ten OECD countries and based on
Swiss needs in the context of implementation of the NCS. The countries included in the study are
Estonia, Israel, the Netherlands, the Republic of Korea, the United Kingdom, and the United States,
as stipulated by the inquiry, as well as Austria, Finland, France, and Germany, which were selected
based on a review of global cybersecurity readiness and benchmarking studies, considering also their
direct relevance for Switzerland and the applicability of possible trends in the country. Particular
focus was placed on policy options based on the cooperation of authorities, the private sector, and
academic communities.

1.2 Background and context

Cyberspace has become an essential component of modern society. Critical societal infrastructure,
the financial sector, governmental services, the security sector, schools, and hospitals are
increasingly and irreversibly dependent on interconnectivity and the global network; so are the
citizens. The merits of the open Internet are accompanied by threats. Some authors consider that
cyberspace follows other security domains, in which security challenges are not imminent, direct,
and certain any more, but rather seen as risks: ‘indirect, unintended, uncertain, and situated in the
future, since they only materialize when they occur in reality’ (Brunner & Suter, 2008). When
materialised, cyber-incidents — especially those related to the Cl — may have dire consequences on
functionality of state, economy, and well-being; for instance, a country-scale cyber-attack on
Switzerland could result in a direct loss of more than €500 million per day (Radunovié, 2013).

Such risks are distributed: any device — be it a computer, a mobile phone, or a smart light-bulb — can
potentially become a weapon. Cybersecurity is only as achieved as the weakest link is secured —and
the weakest link can be anywhere: from big systems to individual users. Therefore the response to
cyber-risks also needs to be distributed, based on the cooperation of all stakeholders, civilian and
military, government, Cl, industry and SMEs, civil society, academia, the technical community,
media, and end-user communities.



Prevention is based on knowledge and competence. The Swiss national strategy against cyber-risks
(NCS) recognises the key role of education. For an efficient response to such distributed risks,
however, there is a need to build up human skills and competences across the society, not only in
certain sectors. A holistic, comprehensive, and systematic approach to education (both formal and
informal), training, and capacity building” is required, involving both hard competences (specific and
explicit technical or specialised knowledge, individual competences), soft or social capacities
including operational capacities (intercultural communication, leadership, organisational culture and
values, problem-solving skills), and adaptive capacities (ability to analyse and adapt, change
readiness and management, confidence), and integrated within the societal processes.

One of the most challenging issues is developing qualified labour for the cybersecurity labour
market. This challenge can be seen as twofold. On the one hand there is a lack of labour in the
cybersecurity labour market, meaning a lack of individuals that hold specific knowledge and
capacities in order to understand the different stakes at hand. On the other, defining qualified
labour is also a challenge since the tasks at hand as well as the knowledge required are still being
developed.

In the last ten years, cybersecurity has developed substantially and will continue to grow as the
Internet becomes ever more embedded in our daily lives. Where ten years ago, a few people could
cover particular cybersecurity issues, the required knowledge today has drastically increased?. This
has led to new domains of specialisation that should progressively be seen as professions in
themselves. Moreover, while governments may have had the biggest stake in information security
and information assurance (IS/IA) in the last 20 years, the private sector is increasingly dependent on
these professions due to the increased centrality of networked solutions for their business as well as
their need to secure their data from unauthorised access.

The extent of these developments has created a stark increase in demand for specialists in all
cybersecurity domains while the supply of qualified labour has not increased at the same speed.
Countries are now defining developing cybersecurity specialists as a national priority in their
respective national cybersecurity strategies related to national defence but also to reap the
possibilities of the potential economic growth the cybersecurity industry is regarded as having.

As already mentioned, another major stake is to develop standards of jobs and respective
knowledge in order
- to allow employers, public and private, to identify their labour needs.
- for human resources (HR) to identify the competent individuals and their potential needs in
training.
- to compile training offers that can be easily assessed and developed.

Defining standard job and task descriptions could also enable a larger cybersecurity labour market
and labour mobility between government and private sector. A cross-sector standardisation of jobs
could enlarge the labour market: it would allow higher education institutions to offer appealing
studies with potential employment for individuals following their courses and to produce a long-

! The Swiss Agency for Development and Cooperation defines capacity as the ‘ability of people, organizations,
systems of organizations, and society as a whole to define and solve problems, make informed choices, order
their priorities, plan their futures, and to implement programmes and projects to sustain them’ (SDC, 2006).

2 In different technical areas, such as computer science, information security (IS), supervisory control and data
acquisition (SCADA) systems, programmable logic controllers, communication and network technologies,
cryptography, judicial framework, cloud computing, and geopolitics, to name but a few.



term effect. The lack of common standards, such as job descriptions, tasks, and qualifications, is
recognised as being a major challenge (Libicki et al., 2014).

The rapid evolution of cybersecurity-related activities has created a situation where jobs and their
related tasks have yet to be defined, as well as the knowledge required to complete them. Since it is
a new domain, many HR offices have difficulty assessing the quality of the applicant for jobs in
cybersecurity (Libicki et al., 2014). This dilemma is further exacerbated due to unclear job and task
descriptions, thus creating public and private sector recruitment difficulties.

HR departments are additionally challenged by the constant evolution of technological standards,
since the emergence of new ones requires constant learning on behalf of personnel. This also
demands that HR be able to follow up on trends in order to provide adequate training courses for
the personnel concerned.

Finally, public and private sectors are unequally investing in networked solutions to increase
efficiency and reduce costs (Gelbstein, 2015). This has created situations where IT departments may
be overwhelmed, under-financed, and under-staffed in order to secure their networks. This has been
compounded by the centrality of IT while often not considered or implicated at managerial level.
Those companies that have developed an adequate approach tend to have invested in their IT
department and the employees, as well as in their CEO levels. As such, they may have the qualified
labour, yet these individuals enjoy large mobility in the labour market due to their scarcity.

All these gaps demand a strategic approach and indicate the need for cooperation among various
stakeholders in this endeavour. This study looks in to corresponding trends and especially the
successful public-private partnerships across several countries that address these demands.

1.3 Methodology and case selection

The research question follows the problem formulation from the initial inquiry prepared by the Swiss
authorities, reflecting the necessity of developing human skills and competences promoted through
training and education as a requirement for developing technological and organisational measures
to counter cyber-threats to Cl.

The research responds to an inquiry on international trends and policy options in developing
competences for cybersecurity. It is based on a Grounded Theory (Glaser & Strauss, 1967) approach.
In this sense, data were collected from available sources and topics in order to gain a corpus of
knowledge enabling the identification of general policies and trends undertaken in the studied
countries. The research methodology includes a review of the literature (academic and policy
articles, papers, and online formats), content analysis of documents (such as official web
presentations and documents provided by international organisations, state institutions, corporate
sectors, non-government organisations, and media outlets), and secondary analysis and official
statistics (existing publicly available measurements indices, benchmarking records, and reports). The
research was based on open sources, due to the fact that the cybersecurity domain is closely linked
with national security, and some pertinent facts may not be publicly available.

Initiatives from various countries were looked in to, to reach an understanding of the local context,
to ascertain the main ways chosen to improve cybersecurity, and to find competence-building
examples. Different types of initiatives that governments have chosen were identified and clustered
to be exemplified in what can be considered trends in improving cybersecurity competences. The



study puts specific focus on the labelling of universities and cooperation among stakeholders,
particularly public-private partnerships.

The mandate defined six initial countries of particular interest and requested a further four member
countries of the Organisation for Economic Co-operation and Development (OECD) be defined
during the course of the research. The initial six countries are: Estonia (EE), Israel (IL), Republic of
Korea (KR), the Netherlands (NL), the United Kingdom (UK) and the United States of America (US).

During the course of the study, three cybersecurity readiness rankings were used in order to identify
top-ranking OECD countries from which the FDFA could chose: the Global Security Index (2014) by
ITU/ABI Research, the Cyber Power Index (2011) by Booze Allen Hamilton, and the report Cyber-
security: the vexed questions of global rules (2012) by the Security and Defence Agenda, a think-tank
that has been incorporated into Friends of Europe. A suggestion of countries be included on the
research list was composed accordingly. The main criteria for suggestion were:

- Overall ranking in the cybersecurity readiness rankings

- Proximity to the Swiss education and labour market

- Potential need for collaboration in the area of Cl protection

- Publicly available information

After final consultation with the FDFA, the following countries were added to the selection: Austria
(AT), Finland (Fl), France (FR), and Germany (DE).

1.4 Focus and structure of the research

As requested by the mandate, the research has specifically focused on education-related initiatives.
Nevertheless, it is important to underline that in most cases studied, education is but one of many
approaches to developing qualified labour for the industry. In most cases it was the broader
environment — primarily the establishment of partnerships with the private sector on knowledge
incubators or certification schemes — that is understood to enable competence building. Thereby the
study covered such strategic aspects rather than the available cybersecurity education programmes
in the narrow sense, i.e., education at universities and professional training with a focus on
cybersecurity.

The studied countries have all undertaken major initiatives and legislative developments in order to
elevate their cybersecurity level. In addition, all but KR have undertaken new national reforms in
order to meet the challenges posed by cybersecurity, not only those pertaining to CI. In order to
attain this goal, the national cybersecurity strategies of most of the countries include research and
education as well as awareness raising. Broadening cybersecurity education and research requires
giving importance to the field of study, and emphasising the potential for employment and evolution
to students and professionals. Awareness raising, job advertisements, and education promotion are
thus seen as complementary push factors.

The report presents key findings about the trends and policy approaches in studied countries. The
findings start in Section 2 with an outline of key drivers for government initiatives towards increasing
cybersecurity competences, and some general observations on how governments have approached
cybersecurity education. In Section 2, the trends are then briefly exposed before using case-study
examples of policy trends that government have applied: general trends; universities supported by
the government and labelling programmes; regional development university research and
programmes; competence building through professional training; state personnel training;
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collaboration with private certification bodies; improving competences of the private sector;
manager and decision-making level training; and knowledge frameworks, job descriptions, and the
professionalisation of cybersecurity.

We conclude with the economic potential of the cybersecurity industry, and the means of preparing
a country in order to take advantage of this.

It is important to note here that precise clustering of these emerging trends is not simple and
straightforward due to many overlapping characteristics and inter-linkages. Therefore, the suggested
clustering is only one possible way of presenting them.
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2 Presentation of findings

To tackle the challenges discussed in Section 1, namely developing cybersecurity specialists,
governments have taken a number of steps. Eight types of trends were identified during the
research and are presented in more detail. Before going into the specifics of these trends, however,
it is worth reflecting on several external drivers of state initiatives towards developing cybersecurity
competences, and providing an overview of the identified common measures and means that
governments have taken in order to push the development of cybersecurity.

The development of cybersecurity capacities at national level can be seen as a result of the eye-
opening events of the late 2000s, in particular, the cyber-attack on Estonia in 2007, the Stuxnet
virus attack on Iranian nuclear facilities discovered in 2010, and the ongoing espionage threats
especially between the USA and China. Cybersecurity has risen to the top of the United Nations
diplomatic agenda, as well as of regional organisations and multilateral forums such as the
Organization for Security and Co-operation in Europe (OSCE), OECD, and the G20. The importance of
capacity building and the cooperation of government with industry and expert communities is
emphasised in a number of political documents, which gives wind to national strategic initiatives.

The particular political driver for developing the ‘in-house’ competences was the Snowden
revelations of 2013, which urged governments to establish additional degrees of cyber
independence and autonomy. Developing competent local labour instead of hiring foreign experts
for a palette of increasingly sensitive tasks improves national security, but at the same time
increases local employment demand while supply is still under development.

Demands for specialist knowledge are growing as networked solutions are becoming central to daily
operations in the corporate sector. This is particularly important for Cl which is increasingly being
operated by the private sector, but also for SMEs that lack resources to deal with the issue in spite of
their high relevance for national economies. Recognising a potential for the employment of its
citizens, this demand by the corporate sector for qualified labour is recognised by states; in turn,
states are developing the means of adapting national labour to the changing labour market. This
labour market transformation is seen by countries as the key element for the twenty-first century
competitiveness. For example the USA has recently launched a national programme, the Tech Hire
initiative, for workforce conversion. Its aim can be broadly seen as twofold: to reduce
unemployment by training individuals where there is a strong labour demand, and to develop US
competitiveness. This is also the case in countries such as France, Finland, Germany, and Israel as
well as the United Kingdom, where national cybersecurity initiatives also aim at positioning the
countries as leaders in the export of cybersecurity products, services, standards, insurance, research,
or education.

The policies adopted in these cases, therefore, target two objectives: developing cybersecurity
capacities in the country and supporting economic growth by positioning the country in the
developing cybersecurity market. As a consequence of these measures, the education market in the
cybersecurity domain increases, creating a potential for attracting partnerships with companies.

One of the main characteristics of cybersecurity education and research development in the studied
countries is the extensive use of public private partnerships (PPPs). Some of the main reasons for
this identified in the study are as follows:
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- Many institutions, private and public, do not have the know-how to develop their capacities
and thus turn to professional training and certification bodies (in cybersecurity, but also IT
governance and information security management systems). Due to the recent emergence
and rapid expansion and evolution of cybersecurity professions, there are limited
professional and internationally accepted standards, and companies such as CompTIA,
CISCO, CREST, EC-Council, ISACA, ISC2, and SANS that provide training and certification, can
be seen as driving the standardisation of knowledge through the reputation of their
certification. In many cases, private sector companies are already demanding that their
cybersecurity specialists hold a specific certificate from one of these providers; hence PPP is
for mutual benefit.

- Most developed economies depend heavily on IT infrastructure and require the means to
mitigate cybersecurity risk, including industrial espionage. States have direct interests in
protecting their corporate sector, especially the Cl which is increasingly operated by the
private sector.

- Inorder to develop a long-term supply of qualified labour, states are interested in
developing pools of knowledge and research within academic institutions. This is enabled by
the environment that attracts investments by the companies in joint ventures, research hubs
and start-up incubators in partnership with universities and national and local authorities.

- Atthe same time, such partnership with authorities and universities benefits the ICT
industry in strengthening their cybersecurity product development and export, which in turn
enables the state’s competitiveness in a global cybersecurity market.

In most cases, these common approaches to increasing the cybersecurity labour market were
accompanied by the introduction of regulations and requirements for the state and its suppliers. The
research shows that at least eight countries (AT, UK, FI, US, DE, FR, EE, NL) have adopted new and
stricter regulations pertaining to IS and/or particularly Cl operators. This is seen as a general step in
creating the necessity for IS and for Cl operators to further develop their security infrastructure.
These norms generally require state agencies, Cl operators, and government providers to adhere to
minimum security standards. In some cases, specifically for Cl operators, the framework may require
announcing any breach of security to the national regulatory authority. Such a general framework
requires companies to ensure a safe computer/network environment as well as minimum protection
for sensitive data, which may stimulate the labour market demand for cybersecurity specialists
capable of ensuring the required regulations responsibly. This seems to create a potential career
path for individuals seeking education and employment, and consequently boosts the training and
education market. Finally, a clear and transparent legal framework for IS, defining the roles,
responsibilities, and accountability can create an attractive environment for researchers, companies,
and customers worldwide.

Looking into the experiences of the ten selected countries, several main trends were identified. On a
long-term scale, governments tend to support the development of new university programmes both
financially and through creating the environment for investment by the private sector which can
lead to the development of regional hubs, but also through certification and labelling of particular
study programmes of interest and in line with national demands. Looking for a short-term response
to demands for quality labour, governments turn to professional training and certification of private
and public sector personnel — technicians, managers, and senior-level officials — through
programmes shaped and provided in cooperation with the corporate sector, especially the private
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certification and training institutions. This process is also supported through attempts to
professionalise the cybersecurity market by developing job descriptions and knowledge frameworks.

2.1 Promoting cybersecurity competence building at universities

Strengthening the university curricula is the most important long-term step towards sustainable
national competences identified by many governments. Strategic recognition by governments of a
need for qualified cybersecurity labour and the demand from the private sector is what drives
universities to introduce new thematic coverage and majors.

The two clearly identified policy instruments to promote competence building at universities are
government support for developing training and research programmes — both in terms of finances
and an environment to facilitate cooperation with the corporate sector - and certification and
labelling of the universities and study programmes.

Another specific trend was identified which promotes private sector investment in education,
research, and development activities in universities in particular regions. Such investments lead to
establishing innovation hubs and start-up clusters around the universities selected, which creates a
fruitful environment for multidisciplinary and cutting-edge research and education while at the same
time boosts the industry competitiveness of a region and of the country.

2.1.1 University programmes supported by the government

There are several examples of government partnerships with universities for initiating cybersecurity-
type curricula. Since 2011, the German Ministry of Education and Research (BMBF) has been
sponsoring research in cybersecurity as well as supporting a group of educational institutions in this
realm: the German Cybersecurity Centres. In the framework of these institutions, the BMBF, in
collaboration with the Ministry of the Interior (BMI), has been supporting cybersecurity certification.
The centres boast private sector appreciation and are part of the larger Frauenhofer Institute
network which aims to boost research and collaboration between academia and the private sector.

In Finland, the JyvSecTec (Jyvaskyld Security Technology), a cybersecurity research, training, and
development centre founded in 2011 and attached to the JAMK University of Applied Sciences, is
financed by numerous Finnish Institutions. It has been promoted by Tekes (the Finnish Funding
Agency for Innovation) Strategic Centres for Science, Technology, and Innovation in Internet
economy (SHOKs - DIGILE) and also as part of the Innovative Cities programme established by the
Ministry of Employment and the Economy. For the last two years it has been used as the main
facility for the Finnish Defence Force’s delegation for the NATO Locked Shields exercise. In addition
to its education and training services, it offers research and consulting services. It currently offers a
professional Master’s degree in Cybersecurity that will be further discussed later in the paper in the
manager and decision-making level training section.

In Korea, there are several examples of partnerships between government and universities. The
Korea University Graduate School of Information Security was established in 2000 in partnership
with ministries and the police as well as private partners such as Samsung and the US Department of
Defense (DoD). The curriculum focuses mainly on technical aspects including cryptography,
networks, and new technologies, with some elements of industry, cyber law, and incident response.
Several majors have been introduced in recent years, such as privacy, financial security,
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cybersecurity majors, and public security policy. The Korea Advanced Institute of Science and
Technology (KAIST) Graduate School of Information Security was established in 2010 with support of
the government, providing Master- and PhD-level degrees as well and covering a wider palette of
aspects including policy, law, and economy. Korea University has established the Department of
Cyber Defense Information Security in partnership with the Army Cyber Command, which offers
scholarships for the four-year programme. The department trains 1% of elite cybersecurity
professional officers to be ready to combat cyber terrorism and the threat of cyberwar. Students are
recruited mainly by the Armed Forces but also by companies and public institutions.

In Israel, the Ben Gurion University has become a research and educational cybersecurity hub within
the strategic CyberSpark Industry initiative which will be discussed in greater detail later in the
paper. The Israel National Cyber Bureau (INCB) has initiated a Magshimim Leumit advanced
cybersecurity study programme in leading high schools, mainly targeting outstanding students aged
16 to 18. This comes in response to Israel’s specific security context. The curriculum focuses on
programming languages and building algorithmic thought processes, understanding the structure of
computers and the Internet, and analysing computer systems and developing creativity which may
also be used for future start-ups.

Estonia has created the Information Technology Foundation for Education (HITSA — Hariduse
Infotehnoloogia Sihtasutus). It is a PPP with the Ministry of Education and Research and universities
on one hand, and Estonian ICT companies on the other. The programme aims to develop ICT
competences on all levels of education. It also aims to teach ICT in graduate programmes not only in
cybersecurity and ICT, but also with an emphasis on domains ranging from health to smart housing
and materials where ICT can add value.

Austria has also taken steps to promote and develop its cybersecurity and research domains. In
addition to its online platform gathering information ranging from security warnings, tips for online
safety for consumers, and research and education programmes, it has established a number of
research programmes supported by the Austrian Research Promotion Agency (FFG), and two
research institutes: the Austrian Institute for Technologies (AIT) and SBA Research. While AIT is more
focused on bridging the gap between academia and industry and includes a number of ICT projects,
SBA Research focuses only on IS. SBA Research is a Competence Centre for Excellent Technologies
(COMET) funded by the FFG, which develops research and training for the public and private sectors.
It has become the largest Austrian non-university research lab in IS. Its partners include universities
and research centres but also a large range of private sector companies.

Many of these programmes support research labs or incubators because they allow the
development of strong PPPs and applied research. As ICT and cybersecurity technologies need to be
easy to use, ready to be incremented, and require real-world testing, this also raises the interest of
private sector partners. Finally, many of the countries that are supporting universities and research
labs also support them in creating global outreach programmes.

2.1.2 Labelling of universities

In the long run, developing cybersecurity university programmes should provide an adequate
amount of qualified labour. Besides subsidising and creating incentives and collaborations with
universities and research labs, two countries have decided to certify and label universities and study
programmes: the USA and the UK.
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The idea of certification seems to originate from the US National Security Agency (NSA), which
established its first university outreach programme, Center for Academic Excellence in Information
Assurance Education (CAE-IAE), in 1998. It received a further push when the Department of
Homeland Security (DHS) joined in 2004 and it has subsequently been renamed the Center for
Academic Excellence in Cyber Defense. All universities are eligible for CAE certification. There are
four categories of CAE certificates: technical institutions, universities, research qualified institutions,
and specialised research institutions. In order to be accredited, universities must fulfil certain
criteria, such as establishing a cybersecurity institution on their premises and teaching in-depth
courses on a certain number of cybersecurity Knowledge Units (KUs) which are closely related to the
Knowledge, Skills and Abilities (KSAs) presented in the Cybersecurity Workforce Framework 2.0. This
will be discussed more in detail further on. Once the National IA Education & Training Programs
(NIETP), a programme run by the Information Assurance Directorate of the NSA, issues a certificate
for a particular university or institution, it is valid for five years. There are currently over 183 CAEs in
different domains recognised by the NIETP.

In 2008, the NSA and the Committee on National Security Systems (CNSS) briefed the Five Eyes
members (Australia, Canada, New Zealand, the UK, and the USA) of their programme. The UK
Academic Centre for Excellence (ACE) initiative can be seen as an English variation of the
programme.

The UK programme is establishing itself in a similar way with an interim step of certifying Master’s
degrees before certifying universities themselves. Since 2012, the UK Government Communications
Headquarters (GCHQ) and its partners have certified 13 universities as ACE in Cybersecurity Research
where the main focus is on research. The model seems very close to the US version, albeit the GCHQ
has published a statement encouraging academic research independence and does not seem to have
the same depth of knowledge description, at least not publicly available.

The second step of the UK initiative is to develop education-oriented ACEs. It is doing so by first
testing individual Master's degrees with the aim of certifying the university or one of its faculties as
ACE in Cybersecurity Education. The idea is to start with Master’s degree certification and then have
universities become certified as ACEs in Cybersecurity Education (starting 2016). Thus, since 2014,
the GCHQ has been inviting all universities to submit their Master’s programmes related to
cybersecurity for GCHQ certification. This process contains two phases: the Provisional Certification
for degrees where students have not yet completed a degree and Full Certification for courses that
have been completed by students. Until now, 6 universities have been granted a total of 12 certified
Master’s degrees.

The idea behind the initiatives is to stimulate development of higher education and research offers
in the domain while establishing national education requirements (such as KUs in the USA) that the
universities requesting certification must meet. An advantage of this system for the authorities is
their direct involvement with the university research and education system, allowing closer ties with
academic research (following research but also developing research in their required areas). Besides,
it gives them two advantages related to new labour. First, the students graduating from these
universities will have followed a syllabus partially developed by the NSA/GCHQ allowing them to be
more quickly integrated into their future jobs. Secondly, the presence of the NSA/DHS liaison
officers, called a Security Education Academic Liaison (SEAL) representative in the US model, enables
the government to scout for ‘outstanding students for future government employment’.
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In the US and UK versions, certification in these cases helps universities become more prominent
through the use of a label issued by an internationally recognised intelligence agency: many
universities in the USA (it is too early to evaluate the UK model) were able to attract potential
students by using the NSA labelling. The second incentive is the existence of a SEAL representative
appointed by the NSA. For universities, the representative can be interesting since their role is to
promote the current state of research in cybersecurity and define the mutual interest between the
government and the institution. This may boost the possibility of better formulating their objectives
for accessing research funds and additionally qualifying for specific funding from the DoD. In the
USA, the financial side also seems very important for the students, since in most cases they will be
able to enjoy a full scholarship — the Cybercorps Scholarship — which partially explains the higher
enrolment. Yet since the Snowden revelations, some universities have faced stark criticism by faculty
staff and students due to the links with the security agency. Effectively, the programme has
witnessed its first students opting out of the scholarship.

2.1.3 Reaping the economic potentials: regional development

A particular trend was identified in a number of countries which boost competences as result of a
response to economic potentials of cybersecurity rather than to risks. In order to attain a leading
position in the new domain, several countries (EE, DE, IL, FR, FI, NL) have decided to boost their
cybersecurity industry by investing in education, research, and development activities in specific
regions, establishing innovation hubs and start-up clusters. In all cases, the key component is a
cooperation of government, academia, and the private sector.

Most countries are not developing regions from scratch but using pre-existing educational and
scientific potential and structures, and supporting their development in the sphere of cybersecurity.
France has push for a centre of excellence (péle d’excellence) in Brittany where some of its most
reputed engineering schools are located, as well as its centre for military instruction. Finland has
supported the development of the JyvSecTec in Jyvaskyla where high-tech industry had already been
developing. Germany and the Netherland have been developing their education under the term
‘cluster development’. Germany has its software cluster around the Rhineland-Palatinate state (it
extends in the neighbouring regions and is relatively near Bonn where the BSl is headquartered). The
Netherlands has its Security Delta in The Hague, where the main administration is. To develop their
regions and industries, Finland and Germany, and also Estonia, have made use of regional subsidies
offered by the European Union.

Estonia, due to its size and the 2007 cyber-attacks, can be seen as a region in itself, developing its
cyber capabilities and notably cyber education through development policies. It is the location of the
NATO Cooperative Cyber Defence Centre of Excellence (CCDCoE) and has also gained access to EU
development funds which it has allocated to IT and cybersecurity education. In combination with its
e-citizenship and e-government initiatives, it enjoys a very good reputation in cybersecurity.

The least specific is the US case where the most well-known ICT region is Silicon Valley which stands
out. Yet the size and organisation of the country allows for more centres with a current development
on the East Coast.

The most impressive development with regard to budget and speed is the Israeli development of the
city of Be’er Sheva (near its main intelligence-gathering installation) with its CyberSpark Industry
initiative, aiming to position it as a global cyber centre. The CyberSpark Industry Initiative is a multi-
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year strategic endeavour of the Israeli government, formed as a non-profit organisation as the
coordinating institution for joint cyber-industry activities with government agencies, the defence
forces, academia, and global and regional leaders of the IT industry. The Ben-Gurion University
benefits from high-level investments in its resources and research and development (R&D)
capacities as well as from promotion and positioning. The corporate partners benefit from having
access to the most advanced cyber labs and talent in the proximity of the major universities and
defence and intelligence units; establishing R&D centres (such as the Cyber Security Research
Center) and centres of excellence and education centres (such as the CyberSpark Executive Academy
previously discussed in the section on manager and decision-making level training), starting joint
ventures, tech incubators and innovation centres; and initiating joint research with university labs.
The Cyberspark Industry initiative is a direct response to the Israeli aim to become a global cyber
superpower, and the world leader in cybersecurity, as expressed in its National Cyber Initiative
policy. At the moment, Israel is the second biggest worldwide exporter of cybersecurity products
and services, behind the USA.

In all cases, the aim of these regional developments is to use cybersecurity education and research
not only in the interests of national security, but also with the aim of reaping the potential rewards
from the economic and labour boom that the cybersecurity and the more general IT sector are seen
to have. Moreover, the initiatives were not developed from scratch but were located in areas that
already had an existing infrastructure or labour pool. Depending on the nature of the state or its
membership of the EU, governments are appealing for different kinds of support funding, but all
fundamentally rely on private investment and PPPs.

These several examples are just few of many that seem to be growing — with or without direct
government support — in most of the countries explored. The approach for creating such regional
centres, for hosting centres of excellence, and for building R&D capacities and business incubators
appears to be the increasingly relevant and following a trend, since it can enable cooperation and
cutting-edge knowledge with major investments coming from the private sector.

2.2 Competence building through professional training

Developing university programmes can be seen as a long-term solution for increasing the supply of
labour and achieving an edge in research. Yet governments and the private sector already need this
type of labour, and in many cases professional training has currently taken the lead. In order to
develop the competences governments and private sector employees need, a number of trends
have been identified.

While state personnel training has been implemented through different means, a challenge that is
often met is that of labour mobility, i.e., a government employee or a private sector employee could
move between the two markets without facing long periods of training. An important element here
is the lack of common standards.

Government collaboration with private certification bodies, using the knowledge and training offers
at hand, can create a temporary common standard in order to attain such mobility. It also provides a
short-term solution until specific university programs are developed, while also allowing for quick
‘hands-on’ training for individuals with basic knowledge.

While government and large corporations are adopting policies to secure their networks and
infrastructures, SMEs tend to still lag behind while they are the largest employers and potential
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supply chain elements for governments. A number of policies aim at developing awareness in
cybersecurity and raising the minimum security of these important elements.

The general demand for cyber-specialists is growing in both sectors. Yet, there is still a lack of
awareness at the mid- to top-level management level with regard to IT security which tends to
hinder investment in suitable, secure solutions. A small number of educational institutions have
developed courses especially targeted at mid- and top-level executives in order to complete the
picture.

Finally, as already mentioned, one of the main challenges facing recruiters in all cybersecurity
domains is the lack of common definitions of jobs as well as minimum standards of knowledge. A
major development in this area can be seen as the professionalisation of cyber tasks into fully
fledged jobs with related knowledge, skills, and abilities. If these were to exist this would also allow
professional associations that define the requirements, a task that some states have started to
support by developing knowledge frameworks.

2.2.1 State personnel training

Prominent models for state personnel training exist in the USA, France, and the UK. In these cases,
general state personnel training in Information Assurance (IA) has existed for a longer period of
time. In all three models, state employees are required to hold a minimum security clearance
requiring a background check (such as the Baseline Personnel Security Standard in the UK). Where
these national initiatives differentiate the most is in the teaching-learning process.

Whereas UK and US training programmes tend to rely on private actors, France has a more state-
centred approach with the accreditation body being the French Network and Information Security
Agency (ANSSI). ANSSI is the only authority entitled to deliver the certificate for information security
to state personnel — the ESSI certificate (expert en sécurité des systéemes d’information). The target
public is state employees who, during the course, will acquire knowledge ranging from legal aspects
to cryptology and information security. It can be obtained at ANSSI directly through its Information
Systems Security Training Centre (Centre de formation a la sécurité des systémes d’information -
CFSSI), which was founded by a 1986 decree. Once the educational and security criteria have been
met, a state employee can follow a full-time 13-month teaching period. Another possibility is to have
ANSSI certify an employee’s experience and knowledge through its validation process (validation des
acquis de I'expérience). ANSSI trains around 1500 government employees per year in Information

Security.

In the USA, the DoD Policy 8570.1 Information Assurance Training, Certification, and Workforce
Management (now being replaced by the DoD 8410 Directive) sets the requirements for state
personnel, which are often referenced with certification programmes issued by private sector
professional certification bodies (such as CompTIA, CISCO, ISACA, ISC2, Mile2, and SANS). The
certification model for state personnel is broken down into two sectors of knowledge — technical and
managerial. For technicians, Information Assurance Technical (IAT) certificates are broken down into
three levels going from computer literacy, to network environment, and finally global environment.
The DoD maintains a list of private sector certifications that teach the required technical knowledge
in order to pass each level. At managerial level, the Information Assurance Management (IAM) is
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also broken down into three levels: IAM I, IAM II, and IAM Ill, with same thematic coverage as the
IAT, but focusing on managerial and supervisory responsibility. The DoD also maintains a list of
private certificates (given by CompTIA, ISACA, ISC2, and SANS), that attest a minimum standard of
knowledge for each level. These certifications can be attained through regular classes, self-learning,
or boot camps, which are generally 5-day periods of intensive training followed by a certification
exam. The certification is either paid for by the employer or the employee, depending on individual
circumstances.

In the three cases (UK, US and FR), regulatory frameworks may require that a contractor or a
government supplier provide the certification for their own employees aiming at securing the whole
supply line and thus pushing up the general cybersecurity in the private sector as well. In the UK, this
is covered by the Cyber Essentials certification that will be discussed later on.

The advantage of the US certification system is that it enjoys the recognition of both the state and
the private sector, since it is based on the work of professional certification bodies. The US policy
may hold another advantage since any individual may obtain private sector certificates, which then
have equivalences in the federal system thus allowing for easier labour commutation between the
sectors and simplifying recruitment on both sides, consequently creating a common cybersecurity
labour market. This is also the case in the UK with the development of the CESG CCP/CCT platform
where professional certification bodies can validate their products as explained in the following
section that reflects on collaboration between governments and private sector certification
authorities.

2.2.2 Collaboration with professional certification bodies

Some governments have decided to define their state personnel training based on existing private
certification offers because the industry has pioneered and mastered cybersecurity training and
certification way before the government. Besides utilising this for the benefit of the public sector as
previously discussed, some governments have partnered with professional certification bodies to
also strengthen competences in the private sector and make them compatible with those in the
public sector. This strengthens the common cybersecurity labour market and also enables the
secured cooperation chain between the public and private sector in different fields.

In some of the studied countries (e.g. DE, UK, US), private-sector-based professional certification
bodies that hold highly specialised knowledge in cybersecurity have been accompanying the general
process of developing qualified labour. One of the advantages of recognising and working with these
bodies is that their hands-on knowledge transfer allows for rapid labour qualification. This is very
strong in the USA where most of the major private cybersecurity certificate providers are based.
Recognising this potential, the US government has developed regulatory norms in close
collaboration with some of these partners over the last 10-15 years, while allowing said partners to
integrate these regulatory norms within their different syllabuses. Furthermore, the US government
Committee on National Security Systems (CNSS), which establishes standards for the government IS
system, has issued certificates for professional cybersecurity training providers over the past few
years. The CNSS label attests that the courses given by the private sector meet the official CNSS
training requirements (4011 to 4016 IT security training standards), thereby adding value to
professional certificates that comply. A benefit of this cooperation with the professional certification
bodies is a quick and relatively cheap training (compared to regular US university fees) for labour

adapted also to government regulations and requirements.
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More recently, the German Federal Office for Information Security (BSI) has developed a
Cybersecurity Practitioner certificate with the German chapter of the professional certification body,
ISACA, though there is no detailed information available publicly. It seems that the certificate was
developed within the Alliance for Cybersecurity framework; no further information on this was
found. In this case, the use of a private company most probably allowed the BSI to develop a rapid
labour qualification while creating a win-win situation with the provider, ISACA. The Alliance for
Cybersecurity (Allianz fir Cyber-Sicherheit — ACS) was founded in 2012 by the BSI, in collaboration
with the Digital Association of Germany, BITKOM (Bundesverband Informationswirtschaft,
Telekommunikation und neue Medien e.V.), and aims at promoting and increasing Germany’s
resistance to cyber-attacks. The entity also provides an overview of upcoming trainings, seminars,
and conferences as well as tools German companies can use to develop their cybersecurity capacity.

Finally, the UK National Technical Authority for Information Assurance (commonly referred to as the
CESG - Communications-Electronics Security Group, closely linked to the GCHQ) has developed the
CESG Certified Professional in close collaboration with the private sector and APMG, an international
company that accredits training and manages certification schemes, as the entitled certification
reviewer. This CESG-issued certificate, alongside with its Certified Training scheme, requires private
sector certificate suppliers to submit their course syllabus to APMG which will then certify that it
meets the CESG requirements. Approval will allow the provider to use the CESG logo and advertise
its training as officially validated just as with the USA’s CNSS.

In general, the promotion and certification of private sector education firms allows quick labour
force education and reconversion while potentially keeping the costs outside of the state budget.
Moreover, many of the new regulations for government institutions issued in recent years require
government suppliers to comply with the same IS regulations; validating professional certification
providers to train the private sector that acts as a government supplier alleviates the need for
regulatory authorities to devote a large number of training hours to validate the cybersecurity
capacities of third parties. In the certificate providers view, this collaboration is also a win-win
situation: by collaborating with the government in developing the regulation and aligning their
curricula with regulations, their certificates gain formal recognition and relevance. Given the number
of certificate providers and the competition among them, each one has an interest in having its
certificate recognised as being closest to the regulation requirements and accepted by the largest
number of regulatory authorities while remaining vendor- or state-neutral.

In a recent study by the RAND Corporation, Hackers Wanted (Libicki et al., 2014), the researchers
noted these advantages among others. An additional remark was that in some cases the certificates
also allow HR personnel to recognise the potential knowledge of the applicant, since in many cases
they are also new to the cybersecurity domain and do not know what to expect from an applicant.
On the downside, some of the HR personnel as well as cybersecurity professionals interviewed noted
that certificates do not give satisfactory evidence of the candidate’s ability: due to the quickly
changing environment, individuals who learn quickly and who persevere may be better suited to the
job in the long run than individuals holding certificates only.

In summary, the use of certificate providers enables rapid labour market qualification and
conversion, helps assess the candidate’s profile, and may train more people in less time in the case
of new state regulation introduction.
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2.2.3 Improving the competences of the private sector

The importance of the security of corporate sector is recognised in most of the countries studied.
While there are almost no specific programmes identified for Cl operators, most of the measures
directly apply to them since in most OECD countries Cl are operated by private companies.

In the USA, however, the National Institute of Standards and Technology (NIST) has developed a
framework called the Framework for Improving Critical Infrastructure Cybersecurity. In collaboration
with the private and government sectors, this voluntary framework was developed in order to create
a common language with regard to cybersecurity management, facilitating the workforce flow
between the private and the public sector as well as defining agreed upon procedures. The
framework also provides guidelines for federal agencies for complying with current regulation. It
gives a flexible step-by-step approach to handling cybersecurity for organisations of different sizes. It
also incorporates and references different certifications provided by private entities as well as
national and international norms enabling specific training and norm compliance.

Several countries are particularly emphasising developing measures for SMEs — ranging from best
practices guides, to teaching and training offered by state institutions — for the following reasons:

- In many countries, SMEs represent the largest number of businesses.

- In comparison to bigger actors, SMEs often don’t have the resources to adequately train
their employees, update their infrastructure, or have their own incident response team.

- Inmany cases, SMEs are also providers in governmental supply chains, including ClI, thus
there is a need to strengthen their competences in order to minimise the potential security
breaches into government infrastructures.

Realising that SMEs are in this particular situation, the UK government has vowed to support their
needs for ensuring cybersecurity. This led the British Standards Institute, in collaboration with
private entities, to develop its Cyber Essentials, published in 2014, a set of standards and
requirements an SME can put in place. Moreover, it has set out the requirement that all government
suppliers must apply for the Cyber Essentials Certification in order to acquire a government contract.
Finally, the UK government has set out a budget to offer SMEs a £5000 voucher for cybersecurity
advice.

Germany has set out on a similar plan for raising awareness and training with SMEs. The Federal
Ministry for Economic Affairs and Energy (BMWi - Bundesministerium fiir Wirtschaft und Energie) has
developed the IT Security in the Economy initiative (IT Sicherheit in der Wirtschaft) which aims at
raising awareness of IT security. The activities are less focused on purely technical approaches, but
aim to create a general understanding of the importance of IT security. One of the educative
activities is the IT-Sicherheit @ Mittelstand — a half-day seminar provided by the Association of
German Chambers of Commerce and Industry. The target audience is managers of SMEs and the
class aims to create not only awareness but provide reasons and incentives for better managing IT
security.

In France, the Inter-ministerial Delegation on Economic Intelligence (D2IE) with the support of ANSSI
published a pedagogical guide outlining common standards of training in March 2015 to ensure
better cybersecurity awareness in SMEs. The guide outlines the minimum requirements for training
and aims to create a contact person for cybersecurity (référent en cybersécurité) in SMEs. It requires
a minimum of seven modules, giving an overview of the scope of cybersecurity, its legal foundations,
its relevance within the general security model of a company, the current situation, as well as
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government institutions and groups that can be of help. This recently developed procedure has yet to
produce a review of individuals and SMEs that have taken part in it.

2.2.4 Manager and decision-making level training

A more general challenge, also striking large corporations and Cl operators, as well as public
institutions, is that IT governance and cybersecurity are often left at the subaltern level of corporate
management, with little interaction with the rest of the business structure in spite of the
corporation’s ever increasing reliance on IT. There is a gap in cybersecurity competences at senior
executive and decision-making level — the competences which stretch beyond technical knowledge
into business, economy, law and regulation, international relations, psychology, and public relations.
The lack of multidisciplinary competences at the managerial level puts the companies and
institutions, including Cl, in an increasingly inferior position to cyber-attackers.

A number of governments have taken strategic steps to ensure that cybersecurity comes to the
prime line of decision-making and business management in all sectors, especially with Cl operators,
through stimulating managerial-level training encompassing a variety of thematic areas. The
Executive Academy that has been developed within the broader Israeli CyberSpark Initiative is likely
the lead example. Its International School of Cyber Training for Senior Executives and Decision
Makers combines cutting-edge knowledge, best practices, lab experience, and simulations, while
involving renowned lecturers from universities, the IT industry, and the governmental sector.
Intensive 2—3-day programmes target corporate C-level executives, directors and board members,
and governmental and public sector leadership and decision-makers, and are focused on practical
knowledge covering a variety of thematic areas including technology and security angles, leadership
skills, planning and decision-making, risk-management, strategic planning, human resources, legal
environment, and marketing and communications.

Finland offers manager and decision-making level within the academic portfolio: a Master’s degree
in Cybersecurity in English is offered within a broader JyvSecTec framework, targeting national and
international professionals who hold/will hold management positions in cybersecurity. The 60
European Credit Transfer System (ECTS) programme is part-time and requires two years of
participation to complete, including one weekend per month of in situ participation.

The Korean Internet Security Agency (KISA) seeks to strongly promote the cybersecurity labour
market by partnering with universities to create tailor-made programmes, with its Information
Protection lecture tours for security managers in enterprises, and professional education for the
diffusion of information protection knowledge. In France, in addition to the already mentioned
référent en cybersécurité training which also argues for better IT governance and security, a group of
IS managers have founded the Club des directeurs de sécurité des entreprises (CDSE) which is also
working on cybersecurity. In Germany, a number of initiatives aimed at raising IS and cybersecurity
awareness for managers have been grouped in the Deutschland sicher im Netz supported by the BMI
as well as the ACS, and managed by BITKOM and the BSI. These measures are complementary to the
ones already discussed within the collaboration with certification bodies.

Finally, some professional certification bodies have developed IT governance and cybersecurity
frameworks. Among these, the COBIT 5.0, developed by ISACA, has received noticeable support by
the NIST Framework for Improving Critical Infrastructure Cybersecurity in the USA. It aims to create a
general governance plan for companies where IT is not confined to specialists but is rather a
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transversal theme. There is a general offer for boot camp training for managers in order to gain an
understanding of the basic cybersecurity issues.

While these initiatives and study programmes are developing, they all require interest from the
applicants and this may be seen as a potential gap in cybersecurity for the time being. The lack of
awareness by the senior executive and the decision-making level diminishes the incentive to
properly invest in the physical infrastructure and technical know-how and often depends on so-
called trigger-events, such as large-scale security breaches with their consequences, before
cybersecurity gains the recognition needed.

2.2.5 Knowledge frameworks, job descriptions and professionalisation of
cybersecurity

An ongoing and heavy resource-consuming process is the development of descriptions of
cybersecurity jobs, creating the knowledge frameworks, and shaping cybersecurity as a profession.
Over the last 10-20 years, cybersecurity has become an overarching term for the many tasks,
specialisations and jobs required to ensure IS on computer systems. This has led to a situation where
it is difficult to assess what exactly it encompasses. Another issue countries have been facing is
defining what it means to secure a system and what competences are needed in order to do so.
Coupled with the fast evolution of the domain, this has been a major challenge that in some cases,
such as in the USA, date back to the early 1970s.

In order to facilitate an overview, some countries with the size and correlating resources (FR, UK, US)
have been developing frameworks of knowledge or to a lesser extent profession descriptions. The
advantage of knowledge frameworks over professional job descriptions is that frameworks go into
the detail of expected tasks and the knowledge required. This may allow better understanding of the
job than a generic job title. It also allows for recombination of requirements in a domain that is still
undergoing numerous changes.

The reasoning behind this work is manifold:
- Allows the elaboration of regulations and training.
- Envisions possible security loopholes.
- Assesses the required skills and competences.
- Attempts to create a common understanding between employers and potential employees.
- Stimulates public and student awareness by creating ‘professions’ that are then publicised as
promising and attractive, thus driving a demand for education.

The most developed framework in both cases is the US model. The National Initiative for
Cybersecurity Education (NICE) led by NIST has developed the National Cybersecurity Workforce
Framework 2.0. The first version was published in 2013, and the second draft version in May 2014. It
is the fruit of a long mapping process of knowledge, skills, and abilities (KSAs) done in collaboration
with many federal institutions, as mentioned earlier. This catalogue breaks down potential jobs into
approximately 30 specialty areas with their necessary KSAs for a particular task. By developing ‘soft’
standards on the cybersecurity workforce, it is creating an overview of cybersecurity roles and their
respective KSAs and thus closing the gap between employers and jobseekers, as each party can get a
better idea of what is expected. Breaking down the jobs into KSAs also allows for recombination in
the case of evolution and tailoring for each company.
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The publicly available framework is being used by the NSA/DHS in order to establish whether a
university has met the required curricula standards for certification. It seems that one of the
underlying factors is that the jobs and the requirements evolve on a regular basis. As a federal
government initiative, the recent DoD 8410 Directive known as Information Assurance Workforce
Improvement Program is also based on the framework. It can be expected that most US government
jobs in cybersecurity may use this framework in the coming years and consequently create a
standard between the public and private sector.

The recently launched UK initiative ‘Inspired Careers’ and the French ANSSI Job profile (profils
métiers) initiative define a small set of jobs and expected activities descriptions, but are not as
comprehensive and detailed as the US version, which is easier to tailor due to the detailed
Knowledge, Skills and Abilities (KSA) and Knowledge Units (KU).

The use of such reference frameworks creates more awareness about the needs and required
knowledge in the general public, but more importantly it allows HR personnel, who in many cases do
not have the specific knowledge of cybersecurity, to better determine the competencies needed by
the employer and those offered by the potential candidates, and thus hire the right personnel. This
is an ongoing development where new jobs, in the sense of competences not recognised before, are
being created and defined. It remains to be seen how this development will affect academia in
general, but more specifically the certification companies in the medium to long run.
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3 Conclusion

Cybersecurity has come to the forefront of the political and diplomatic agenda due to the increasing
risks for fundamental functioning of the societies. At the same time, it is creating potential for
economic growth through the development of new markets and industries, such as hardware and
software solutions, cybersecurity insurance, as well as education and research. The studied OECD
countries seem to have recognised both sides of this coin, and are exploring different ways to
increase cybersecurity competences within both the public and the private sector. This report has
identified a number of trends which contribute to transforming labour markets — increasing the
cyber-preparedness of institutions, companies and Cl, but at the same time preparing the countries
for global competitiveness in the cybersecurity industry.

The pace of development of technology and trends, as well as the multidisciplinary nature of the
problem, require a comprehensive approach to developing competences with professionals in Cl
operators, industry, and government services that goes beyond traditional education and simple
training for institutions and companies. The experiences from the studied countries show that a
short-term response to demands for quality labour is in professional training targeting technology
and IT specialists in public and private sectors, mainly delivered in cooperation with the private
certification and training institutions which have cutting-edge knowledge. Equally important is
targeting the chief executive and decision-making-level professionals, mainly through
multidisciplinary programmes delivered at universities but shaped through a public-private
partnership.

A long-term response appears to be in building on economic potentials rather than risks, and
strengthening educational and research institutions through cooperation of authorities, industry,
and the academic sector. The most remarkable trend, evident in most of the countries studied, is the
development of regional education and research hubs, technology incubators, and start-ups at
established universities and with funding from the ICT industry — often in places close to the security
services or related authorities. Such initiatives bring direct benefits to universities, companies, and
the public sector, contribute to transforming the labour markets, and position countries in the global
race for cybersecurity industry dominance.

At the same time, partnerships between governments and the professional training and certification
industry enables shaping of the proper regulatory environment for cybersecurity, and making the
certification requirements and training offers for the public and the private sector compatible,
thereby allowing for rapid labour market qualification and conversion. Not least, several notable
attempts are being made to professionalise cybersecurity by defining job descriptions and, more
importantly, creating knowledge frameworks which should allow for re-shaping the formats of
labour supplies according to dynamic demands of cyber-reality.

While there was no specific trend identified for Cl security, it is evident that this aspect is present in
almost all the trends. Cl is increasingly operated by the private sector which is in focus of many of
the identified trends. Other trends address the compatibility between cybersecurity certification and
requirements within the corporate sector — especially the SMEs — which serve as suppliers to the
public institutions and the Cl operators. Several trends focus on the preparedness of the public
sector, which is of direct importance for the security of Cl. Finally, long-term initiatives, such as PPP-
based regional developments, provide a sustainable supply of qualified labour — technical,
managerial and senior-level staff — for industry as well as for critical and security sectors.
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Finally, it is important to underline that all the policy options identified in this report involve
partnerships, mainly in the form of a strategy lead by government; funding and cutting-edge
experience from the corporate sector, especially large corporations and the IT industry; and the
research and knowledge incubator potentials of the universities. Each party has an interest in
strengthening local expertise instead of, or at least along with, involving expertise from abroad,
which creates a stimulus for PPP on all sides.

The identified trends in the selected 10 OECD counties can serve as policy options for strengthening
cybersecurity skills and competences in Switzerland, including those significant for Cl protection.
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