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Internet Governance BAROMETER (OCTOBER 2015)

IG Barometer indicates the presence of specific IG isswes in the public policy debate in comparison to the previous month

Analysis of Zero Draft: new topics introduced bo the text; key formulations used during
WEIS process were realfirmed 0. Meanwhile, intense debates during WI15+10 second
Preparatory Meeting, on IGF contineation, a possible legal framework on 16, mubti-
X stakeholder va multilateralism, human rights, cybersecurity and more. Next draft to be
Global IG Architecture

published in Movember (£

Also at the UM, First Committee debates saw country officials express concern over cy-
bersecurityl®; China has called for an international code of conduct on cyberspaes (£,
while South Korea has called for a new set of rules for cyberspace and outer space to
ensure their security [%

Cyberarms deals: The US-China cybersecurity agreement in September was sup-

ported by conorete actions of China guietly arresting hackers in compliance with a Us

Eovemiment reguest, according to media reports[2 But the cyber-arms deal may have

already been broken as U intelligance firm alleges (S that private tech firms were the

. target of intrusions - airmed at stealing intellectual property and trade secrets - by

cy bersecu I"I'I;:i'ir hackess affiliated with the Chinesa government. Meanwhile, the UK and China have
made a similar agreament not 1o use cyberespionage o steal commercial secrats[3.

Banks and financial institutiens remain a prime target for hackers: the UK's Mational

Crime Agency issuad an alert against a ‘serious cyber attack’ targeting UK bank
accountsCs,

ALICANNSGY, the laMA Stewardship Transition Coordination group (10G) came close 1o
finalising its final proposal 1% Progress made also by COWG-Aocountability, including
the development of the Trigle E approach to consensus-based decision-making, and
an agreement to focus on Sobe Designator [2 as the new reference enforcement
moadel for the next draft propesal. Updated draft proposal to be published mid-
Mowvember, followed by a period for public comments £,

IANA Transition

Registry ¥¥Z plans to ban domain names on sy, college, rent, .protection and .secu-
rity which are censored by the Chinese government [, Ban o be appled internation-
ally: registrants in other countries will also not be able to register domains which are
prohibited i China,

ICANN and New Domains

WIPD reporis a 3.9% increase in 2015 in nurnber of domain name-related cases re-
ceived by WIPO's Arbitration and Mediation Centre {|anuary-Septernber 205, comm-
pared 1o same period in 2004), and an ncrease in Alernative Dispute Resolution
clauses integrated in intellectual property ransactions[3.
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Internet Governance BAROMETER (OCTOBER 2015)

Two major Court of Justice of the European Union rulings in October In the first
[weltinemo case), Court ruled that compansss ‘sperating’ in a country, even il it is head-
quartered etsewhere, can be held accowntable by the data protection autharity in that
countryl” .

In the second (Max Schrerns case), Court declared the Comrmission's Safe Harbour Deel-
sion invalid[5, striking down a long-standing agreement for the transfer of personal data
from Euroge to USA. The Commission's decision had failed o examine whether the US
afforded an adequate level of protection equivalent o that guaranteed in the ELL, LISA

Online Priva cy B ‘ and Ewrope are now attempting to establish post-5afe Harbour arrangements (3.
Data Protection

The Inter-Parliamentary Union adopted the Resolution "Democracy i the Digital Era and
the Threat vo Privacy and Individual Freedoms’ (21 Oct.) which endorses the principle of
necessity and proportionality regarding surveillance [para. 3) and the principle of net
neutrality (para. L5,

I e IS4, news Califomia Electronic Communications Privacy Act L2 imposes warrant re-
ﬂu-ﬁemen: for collection of metadata or digital cormmunications from businesses, Law is

escribed as ‘the nation's best digital privacy law’' [2. Given the high concentration of the
Intermet Industry in Californda (mainky Bay Area), this law may have broader impact on
online privacy and data protection.

Met neutrality tenm formally enters UN-driven global digital politics: it has been includead
in WSIS+10 Zero Draft (para. 35)0% | and in a contribution by the Community of Latin
American and Caribbean States linking the centrality of net neutrality to the concept of
global public poods (2.

Met Neutrality

Both CIEU judgments have implications for jurisdiction: in the Weltimme ruling, data
protection authorities have authority over companies operating in their country
even il headquartered elsewheral? inthe Max Scﬁrems ruling, national sugervisory
authorities still have the power to examine whether a transfer of personal data com-
plies with the Data Protection Directivel=,

Jurisdiction

y
y

After years of negotiations, agreement has been reached on the Trans-Pacific Part- '
narship Agreement by the 12 countries 5. The agreement covers 40% of the glabal

econamy, and carries ssgnificant ramifications wo online content. OfF ificant con-

cern is the Intellectual Property Chapter [7, which will expand mpyrisﬁlt][emu, and [
impose greater lability on ntermediares [5.

E-commerce

EU Directive on Alternative Dispute Resolution for Consumer Disputes [ comes into
foree, with new nformation reguirements for businesses (indluding that of providing
detaills of certified ADR body te custamers).
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Main events in October

14 Sept — 2 Oct: UN Human Rights Council - 30th regular session (Geneva)

30 Sept — 2 Oct: 3rd Europol-INTERPOL Cybercrime Conference (The Hague)

1 Oct: Internet as a Commons: Public Space in the Digital Age (Brussels)

3-5 Oct: Port Hackathon at CERN

12-15 Oct: ITU Telecom World 2015 (Budapest)

13-14 Oct: CoE Conference on Freedom of Expression: New Battlefronts (Strasbourg)
14-16 Oct: Cyfy 2015 - India Conference on Cyber Security and IG (New Delhi)

17-21 Oct: 133rd Assembly of the Inter-Parliamentary Union (Geneva)

18-22 Oct: ICANN54 (Dublin)

19-22 Oct: WSIS+10 Second Informal Interactive Stakeholder Consultations & Second
Preparatory Meeting (New York)

19 Oct: Forum on Internet of Things: Empowering the New Urban Agenda (Geneva)
27 Oct: A survival guide for radio-frequency diplomacy (Geneva)

29-30 Oct: OSCE CBM meeting (Belgrade)

Visit http://digitalwatch.giplatform.orqg/events for details...
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Global IG architecture

. \
WSIS+10 Second Prep. Meeting: !/p’ -’y
Y )y WSIS+10 7
deba.’Lels ?n KISE contlnuaI;c |on,l (a;_ \\f(“ 5""",’ United Nations General Assembly
possible legal framework on IG; NSHP7L high-Level Meeting
MSH vs multilateralism; human rights; K

cybersecurity & more. Analysis of Zero Draft: new elements and emphasis on
formulations already used in WSIS process.

UN First Committee debates: concern over cybersecurity. China calls for
international code of conduct on cyberspace; South Korea for new set of
rules for cyberspace to ensure security.

Russia: plans for a ‘national information platform’... to eliminate dependence
on Western firms and tech?

|G Barometer: y
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Cybersecurity

Cyber-arms deals: US-China September.
agreement was supported by concrete
actions of China quietly arresting hacl

in compliance with a US government * ’ \
request. Deal already broken? Allega
of breaches by Chinese hackers. UK

China make similar agreement agai
cyber-enabled commercial espionz

Banks & financial institutions a prime target for hackers: UK's National Crime
Agency issues alert against ‘serious cyber attack’ targeting UK bank accounts.
Online foreign exchange broker is hacked, ‘small number’ of unauthorised
wire transfers made from customer accounts

|G Barometer: y
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IANA Transition

ICANN54: IANA Stewardship Transition
Coordination Group close to finalising final
proposal.

CCWG-Accountability agrees to focus on Sole
Designator as new reference enforcement
model for next draft proposal. Agreement also
on consensus-based decision-making model &
decision methods for removal of directors.

|G Barometer: y
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ICANN & New Domains

Registry XYZ plans to ban domain names on .xyz,
.college, .rent, .protection and .security, censored
by Chinese government. Ban to be applied
internationally.

WIPO reports increase in number of domain _

name-related cases received by Arbitration and '

Mediation Centre & increase in Alternative —

Dispute Resolution clauses integrated in WIPO

intellectual property transactions. WORLD
INTELLECTUAL PROPERTY
ORGAMIZATION

-

|G Barometer: s
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Online Privacy & Data Protection

CJEU in validates Safe Harbour agreement in Max
Schrems case. Commission had failed to examine
whether US afforded an adequate level of protection
equivalent to that guaranteed in EU. In Weltimmo case:
companies ‘operating’ in a country, regardless of
headquarters, can be held accountable by country’s
data protection authority

Inter-Parliamentary Union adopts resolution on Democracy in the Digital Era and the
Threat to Privacy and Individual Freedoms: endorses principles of necessity &
proportionality regarding surveillance, & net neutrality.

New California Electronic Communications Privacy Act imposes warrant requirement for
collection of metadata/digital communications from businesses. A ‘significant milestone’.

|G Barometer: y

Geneva Internet Platform DiPI.O 27 October 2015 | 9
RS



Net Neutrality

Net neutrality term formally enters UN-driven global digital politics:

* included in WSIS+10 Zero Draft (para. 35)

* Included in contribution by Community of Latin American and

Caribbean States (during WSIS+10 Second Preparatory Meeting)
linking centrality of

net neutrality to the
concept of global
public goods.

|G Barometer: y
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CJEU judgments have
implications for jurisdiction:

1 : = C t of Justi f the E Uni
° In Weltlmmo rullng, data CVRIA ourt of Justice o e European Union
protection authorities have

authority over companies
operating in their country even if headquartered elsewhere;

* In Max Schrems ruling, national supervisory authorities still have the
power to examine whether a transfer of personal data complies with the
Data Protection Directive.

|G Barometer: y
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E-commerce

Trans-Pacific Partnership Agreement:
agreement reached. Of concern:
Intellectual Property chapter, with increase
in copyright terms & greater liability on
intermediaries.

EU Directive on Alternative Dispute
Resolution for Consumer Disputes comes
into force. New information requirements,

Mala@ \
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Canadall

MAustralia

New Zealand

including that of providing details of certified ADR body to customers.

Commonwealth central bank governors raise concerns over implications of virtual
currencies for monetary policy, financial stability. Virtual currencies deemed ‘futuristic’

proposal.

|G Barometer: y
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Main events in November

1-6 Nov: IETF 94 (Yokohama)

2-22 Nov: World Radiocommunication Conference 2015 (Geneva)

3-18 Nov: UNESCO 38th Session of the General Conference (Paris)

7-8 Nov: Cybersecurity, Cybercrime and Cyber Connection - Cyber3 (Japan)
10-13 Nov: Internet Governance Forum 2015 (Jodo Pessoa, Brazil)

15-16 Nov: G-20 Summit (Antalya, Turkey)

16-17 Nov: European Data Forum 2015 (Luxembourg)

16-18 Nov: United Nations Forum on Business and Human Rights (Geneva)
16-20 Nov: RIPE 71 (Bucharest)

18-20 Nov: Freedom vs Control: For a Democratic Response (Strasbourg)
18-19 Nov: Internet of Things World Forum 2015 (London)

25-27 Nov: CHOGM 2015 (Malta)

28 Nov - 4 Dec: AFRINIC-23 (Congo)

30 Nov - 2 Dec: 13th World Telecommunication/ICT Indicators Symposium (Japan)

Visit http://digitalwatch.giplatform.orqg/events for details...

Geneva Internet Platform DiPI.O 27 October 2015 | 13
RS


http://digitalwatch.giplatform.org/events

From the Geneva Internet Platform & DiploFoundation

Launch of GIP Digital Watch, in partnership with Internet Society
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Time for your
questions &
suggestions
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Join us again:
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