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1 Introduction 

Dear friends and colleagues, partners, and alumni,

The year 2018 was particularly important for Diplo 
as we opened a new office in Washington DC, contin-
ued to grow our alumni base, and established new 
partnerships.

In July, our founding director Dr Jovan Kurbalija took 
a one-year leave of absence to serve as Executive 
Director on the UN Secretary General’s High-level 
Panel on Digital Cooperation, and ex officio member 
of the same Panel. Dr Kurbalija’s appointment recog-
nised his extensive expertise in the field of diplomacy 
and digital technology, and his untiring efforts to 
bridge the two fields. The appointment was therefore 
a great honour for Diplo and the entire team. 

In 2018, we opened our fourth office, in Washington, 
DC, and initiated a series of activities for the diplomatic 
community in Washington and New York. Digital policy 
developments in the USA have an impact on global de-
velopments. The new office, therefore, is able to follow 
and analyse diplomacy and digital policy issues in the 
USA more closely, and offer its capacity development 
programmes to the diplomatic community in the region.

As always, Diplo kept up-to-date with emerging trends 
in policy and reacted quickly with in-depth analysis 
and capacity development initiatives. The Artificial 

Intelligence Lab is a new 
multifaceted initiative 
which consolidated various 
threads of Diplo’s work in 
the field, including capacity 
development in the field 
of AI and related areas, 
reports from main dis-
cussions on AI, analysis 
into the impact of AI on 
diplomacy, and research on policy developments for 
the Digital Watch observatory. New series of discus-
sions initiated through the Geneva Internet Platform 
(GIP) – already regarded as a neutral and important 
player in Geneva – strengthened our work in Geneva, 
and our ability to connect different policy trends and 
approaches within a diverse international setting.

In Geneva, we also welcomed Minister Carmelo 
Abela, Malta’s Minister for Foreign Affairs and Trade 
Promotion, and Federal Councillor Ignazio Cassis, head 
of the Swiss Federal Department of Foreign Affairs of 
Switzerland, who visited our offices and met with our 
founding director and staff.

Once again, we are thankful for the trust and commit-
ment which our partners continued to show in the past 
year, and look forward to more impactful work and 
new opportunities.

Dr Stephanie Borg Psaila
Interim Director, DiploFoundation and  

Interim Head, Geneva Internet Platform

1.1 Message from the Interim Director

Federal Councillor Ignazio Cassis (right) and 
Dr Jovan Kurbalija during a visit to Diplo’s office 
in February 2018.

Minister Carmelo Abela (second from left) 
accompanied by Amb. Saviour Borg (left) and 
Amb. Olaph Terribile (right) on a visit to Diplo’s 
office in January 2018.
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2 Capacity development in numbers

GENDER

male
227

female
227

Number of participants in online and
blended courses

2018

2017

454
529

Number of countries represented

2018

2017

107
125

Number of online and blended courses

Course completion rate

2018

2017

24
26

87%89%
2018 2017

Number of lecturers, tutors,
and course team members

from

2018

79

39
countries worldwide

SECTORS

ORIGIN

Government – 299
International organisations – 62

Business sector – 12
Civil society – 63
Academia – 11

Media – 2
Other – 5

454 participants worldwide in 2018

Africa – 99

Asia/Middle East – 54

Australia/
Oceania – 9

Europe – 132

North America – 76

Caribbean/
Central America – 26

South America – 58

Participants made 17 993 hypertext entries (i.e., comments made
by course participants on the texts provided in the online classrooms);

moderators made 5968 entries.

Developing
countries – 289

Least developed
countries – 40

Small states – 68

Watch our video on Diplo’s online learning in 2018.

https://youtu.be/jp4Hu0AlEzs
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3 Capacity development programmes

Diplo’s capacity development programmes in 2018 included online courses and the Master in Contemporary 
Diplomacy programme; the Capacity Development Programme for the Participation of Small and Developing 
Countries in Global Policy Processes; and other blended and online programmes offered through collabora-
tion with various partners. In addition, in 2018 Diplo faculty members delivered a number of face-to-face 
capacity development workshops.

3.1 Online courses and Master in Contemporary  
Diplomacy

Diplo offers an extensive range of online courses on 
diplomacy and Internet governance aimed at diplo-
mats and others working in the field of international 
relations, including civil servants and government 
officials, staff of international and non-governmental 
organisations (NGOs), academics, journalists, busi-
nesspeople, and students of diplomacy. Diplo’s 
courses are offered through four different modes of 
study:

• As certificate courses  (participants enrol with 
Diplo and receive a certificate from Diplo on suc-
cessful completion).

• As University of Malta accredited courses  
(participants enrol at the University of Malta and 
receive ECTS credits).

• As part of the Master/Postgraduate Diploma in 
Contemporary Diplomacy  offered in co-opera-
tion with the University of Malta.

• As part of the Advanced Diploma in Internet 
Governance  (for courses with an Internet gov-
ernance focus).

3.1.1 Certificate and accredited 
courses

Participants in Diplo’s interactive online courses,   
learn in small groups of 12 to 25, led by an expert 
lecturer or lecturing team. Learning takes place in 
an online classroom where participants find course 
readings, learning activities, assignments, and tools 
for online learning. Each week, participants read and 
discuss the lecture text for that week, adding com-
ments, questions, arguments, references, and other 
contributions using hypertext entries. Lecturers and 
other participants read and respond to these entries, 
creating interaction based on the text.

During the week, participants complete additional 
activities (e.g. further discussion via blogs or forums, 
quizzes, group tasks, simulations, or short assign-
ments). At the end of the week, participants and 
lecturers meet online in a chat room to discuss the 
week’s topic. Courses require a minimum of five to 
seven hours of study time per week.

In 2018, Diplo offered 12 certificate courses with a 
diplomacy focus:

• 21st Century Diplomacy
• Bilateral Diplomacy
• Consular and Diaspora Diplomacy
• Development Diplomacy
• Diplomacy of Small States
• Diplomatic Law: Privileges and Immunities
• Diplomatic Theory and Practice
• E-diplomacy
• Economic Diplomacy
• Language and Diplomacy
• Multilateral Diplomacy
• Public Diplomacy

and 3 with an Internet governance focus:

• Cybersecurity
• Internet Technology and Policy: Challenges and 

Solutions
• Introduction to Internet Governance.

As in previous years, some course participants 
registered directly, while others were enrolled by 
their ministries of foreign affairs (MFAs). Participants 
had the option of applying for these courses via the 
University of Malta in order to obtain ECTS credits.

http://diplomacy.edu/courses/learning/programmes#Certificate%20Courses
http://diplomacy.edu/courses/learning/programmes#UOM%20courses
https://www.diplomacy.edu/courses/MAPGD
https://www.diplomacy.edu/courses/IGcourses
https://www.diplomacy.edu/courses
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Four other courses were offered by the Geneva 
Internet Platform (GIP) in co-operation with Diplo:

• Digital Policy and Internet Governance, offered to 
diplomats at New-York-based permanent mis-
sions to the UN.

• Digital Commerce, delivered by the GIP in part-
nership with the International Trade Centre 
(ITC), the Consumer Unity & Trust Society (CUTS 
International), the United Nations Conference 
on Trade and Development (UNCTAD), and 
DiploFoundation.

• Data Diplomacy, offered to staff of the Swiss 
Federal Department of Foreign Affairs in Bern.

• Introduction to Digital Policy and Diplomacy, of-
fered to diplomats at Geneva-based missions, 
delivered by the GIP in co-operation with the 
Republic and State of Geneva, the University of 
Geneva, and the South Centre, and delivered by 
DiploFoundation.

These courses, described in more detail in Section 
4.5, used a blended learning format combining online 
learning with weekly face-to-face meetings.

Four more courses – Capacity Development, 
Humanitarian Diplomacy (two iterations), and 
Negotiation Skills – were offered through co-oper-
ation with various partners. These are described in 
Section 3.5 of this report.

3.1.2 Master/Postgraduate Diploma 
in Contemporary Diplomacy

The Master/Postgraduate Diploma (PGD) in 
Contemporary Diplomacy,  offered in co-operation 
with the University of Malta, is a 16–20-month 

blended learning programme involving a residential 
workshop in Malta, online courses, and a Master’s 
dissertation. Participants in this programme can 
select a specialisation in Internet governance by at-
tending several required courses and writing their 
dissertations on Internet governance-related topics.

In 2018, ten participants – diplomats and other inter-
national relations professionals – were accepted on 
the Master/PGD in Contemporary Diplomacy. These 
included three participants who selected the Internet 
governance specialisation. With the support of the 
government of Malta, Diplo offered partial scholar-
ships (ranging from a 20% to 50% reduction in pro-
gramme fees) to five participants from developing 
countries in Africa, Asia, and South America. Table 1 
shows the geographical distribution of participants.

Table 1: Geographical distribution of  
Master/PGD 2018 participants

Africa

Asia Pacific

3

South America

Europe

1

2

4

Participants during the Master/PGD 2018 workshop, held in February 2018, Malta

https://www.diplomacy.edu/courses/MAPGD
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Following the blended-learning approach, partici-
pants began the programme by attending a 10-day 
workshop in Malta which focused on building practi-
cal skills for diplomacy, in areas such as language 
and influence, diplomatic protocol and etiquette, 
Internet governance, e-diplomacy, negotiation, public 
diplomacy, and public speaking. Participants were 
also introduced to the online classroom and brushed 
up on their academic study skills.

During the online learning phase, participants 
selected and completed five courses from Diplo’s 

catalogue. At this point, they were eligible to obtain 
the PGD in Contemporary Diplomacy or to begin writ-
ing their Master’s dissertations (in the second year of 
the programme). Dissertation work involves indi-
vidual research and writing, in close contact with a 
supervisor. Candidates are expected to prepare and 
submit a 25 000-word dissertation over a period of 
five months (full time) or nine months (part time).

In 2018, 12 participants who had started the Master/
PGD programme in 2017 and earlier began to write 
their dissertations (Table 2).

Amir Kiyaei South Africa
Presenting the Case for a Global Cyber Warfare Convention OR

A Framework for Governing Cyber Conflicts

Catherine Kane International Organization Calls to Action in the Digital EraUSA

Elsa G. Wilkin-Armbrister
Public Diplomacy is a Key Factor in Helping Small Nation States

to Accelerate and Strengthen their Nation Brand
St Kitts and Nevis

Kasek Galgal
Impacts of the Internet and Financial Inclusion in 

Small Island Developing States
Papua New Guinea

Olita Tupou
The PLG States: Opportunities and Challenges in Digital Diplomacy: 

Overcoming RED TAPE for Regional Cooperation and Integration
Tonga

Souhila Amazouz
International Cyber Security Diplomatic Negotiations: How 

Important is the role of Africa in Inter-Regional Collaboration 
for a Global Approach on the Security and Stability of Cyberspace?

Algeria

Frank Uzochukwu
The Impact of Digitalization on the Economic Sector 

of a Developing Country: A case study of Nigeria
Nigeria

Suoma N. Musilika
Trade Between the Southern African Development

Community (SADC) and the East African Community (EAC)
Namibia

S P W Pathirana
Human Rights as an Instrument of US Foreign Policy: A Case

Study with Reference to Sri Lanka from 2005 to 2015
Sri Lanka

Setaita Kalou
Is Russia positioning Turkey as the Latent NATO Straw 

that will Break the Unipolar Camel’s Back by Destabilizing 
US Geostrategic Interests in the Middle East?

Fiji

The E�ects of Overlapping Membership to Regional Bodies 
in Conflict Prevention and Management: The SADC vs ICGLR 

with the DRC Conflict as an Example
Isabelle M. M. Lemba Zambia

Global Ireland 2025, Ireland’s Global Footprint to 2025: 
A Review of Ireland’s Strategy to Double its Global Footprint

David Kavanagh Ireland

Country Dissertation titleName

Table 2: Dissertations begun in 2018

Three of the candidates who started writing their 
dissertation in 2018 submitted their work and gradu-
ated that same year; the remaining candidates are 
currently finalising their dissertations or waiting for 
examination results and will graduate in November/
December 2019, if their dissertations are approved.

In November 2018, the University of Malta awarded the 
Master in Contemporary Diplomacy to 11 candidates 
who began dissertation work in 2017 or early 2018.
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3.1.3 Advanced Diploma in 
Internet Governance
The Advanced Diploma in Internet Governance  
gives current and future Internet policymakers a 
solid foundation in practical and diplomatic skills, 
and techniques necessary to engage effectively in 
international global policy processes. To obtain the 
diploma, participants must successfully complete 

three of five technology-related courses (Introduction 
to Internet Governance; E-Diplomacy; Internet 
Technology and Policy: Challenges and Solutions; 
Cybersecurity; Artificial Intelligence: Technology, 
Governance, and Policy Frameworks) within a three-
year period.

This programme was introduced in 2016 and the first 
graduates obtained their diplomas in 2018.

The graduates who were awarded their Master in Contemporary Diplomacy during the graduation 
ceremony in Valletta, Malta, 28 November 2018

The Advanced Diploma in Internet Governance is ideally suited for busy 
professionals who need to get a good grasp of the core Internet tech-
nical infrastructure and how it relates to global public policy issues. 
The course material is constantly updated by experts to reflect the 
latest developments in this fast-paced environment and this leads to 
extremely interesting and stimulating discussions with fellow students 
and lecturers. The programme challenges your ideas and broadens 
your perspectives in how the Internet is really governed.

Gregory Mounier,  
Head of Outreach,  

European Cybercrime Centre (EC3),  
EUROPOL

https://www.diplomacy.edu/courses/DiplomaIG
https://www.diplomacy.edu/blog/advanced-diploma-internet-governance-first-graduates
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3.2 Scholarships offered by the Government of Malta

The Government of Malta is one of Diplo’s most 
important partners in online learning. In 2018, the 
Government of Malta allocated funds to support 
scholarships for applicants from developing coun-
tries to attend Diplo courses:

• Through the Small States Fellowship programme, 
44 participants from Barbados, Belize, Botswana, 
Cape Verde, Gambia, Guyana, Jamaica, Kiribati, 
Maldives, Malta, Namibia, St Lucia, St Vincent 
and the Grenadines, Suriname, and Trinidad and 
Tobago attended various courses throughout 
2018.

• Through the Malta Scholarships programme, full 
or partial support enabled 65 participants from 33 
developing countries to attend online courses.

• Five participants – from Algeria, Botswana, 
Indonesia, Mexico, and Suriname – were sup-
ported through partial scholarships to attend the 
Master/Postgraduate Diploma in Contemporary 
Diplomacy.

The funding from the Government of Malta also sup-
ported updates and improvements to online course 
materials, research and development for new cours-
es, and maintenance of the technology infrastructure 
to support online learning.

3.3 Capacity Development for the Participation of Small and 
Developing Countries in Global Policy Processes

The Capacity Development for the Participation of 
Small and Developing Countries in Global Policy 
Processes is a three-year project supported by the 
Swiss Agency for Development and Cooperation 
(SDC). In 2018, the project entered its third year.

Knowledge management is a cornerstone of the 
implementation of the 2030 Agenda for Sustainable 
Development. The project supports innovative 
practices and tools to facilitate the use of knowledge 

and experience in the implementation of the 2030 
Agenda, including online learning, e-participation, 
and multimedia reporting.

The activities encompassed in the project are or-
ganised around three main themes: online learning, 
e-participation, and multimedia. Within each thematic 
area, activities take place on three levels:

This programme enabled me to understand the important dimension 
which Cyberspace and online communications bring to foreign policy 
and national, regional, and global public policy. From the perspective 
of a participant from a developing country, the online courses help 
to bridge the knowledge gap by creating a unique experience for the 
learner who is able to grasp so much from the shared experiences and 
perspectives of lecturers and colleagues from across the world. Op-
portunities for applied knowledge also enable participants to integrate 
core skills and build expertise which they can rapidly put into practice.

Manyi Arrey Orok-Tambe,  
Foreign Affairs Officer in the Ministry of  

External Relations of the Republic of Cameroon
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1. Core research and development of practices and 
tools by Diplo’s CreativeLab, including Diplo’s 
online classroom. Core research refers to the re-
search Diplo does (in fields like software develop-
ment, data, pedagogy, etc.) to ensure full function-
ality and maintain our cutting-edge approach.

2. Research, awareness-building, expert updates, 
and knowledge exchange to support the activities 
of Diplo, SDC, and partner organisations.

3. Specific activities and projects for SDC (e.g. event 
organisation, online course development, multi-
media reporting).

In 2018, through the SDC’s support, in the area of 
online learning we

• delivered 24 online and blended capacity develop-
ment programmes and courses to more than 450 
participants, 64% of them from developing coun-
tries (Section 3.1).

• continued our research on best practices in online 
learning.

• fostered discussion among Diplo staff and faculty 
on key topics in online learning.

• fed research into the online education section  of 
the GIP Digital Watch observatory to provide key 
updates and a collection of resources.

• continued to implement updates and improve-
ments to our own online learning platform to meet 
the demands of a new generation of students 
(Section 3.8).

• initiated development of new online learning 
methodologies aimed at a broader audience with 
less time available to study (Section 3.8).

• tested several online learning platforms (includ-
ing Moodle, Canvas, and Claned) to determine 
their possible usefulness for Diplo online learning 
activities (Section 3.8).

• continued with improvements and innovations in 
advertising and promoting our courses through 
improving the SEO aspects of our website, and 
exploring social media advertising opportunities, 
such as creating short promotional video clips for 
sharing on social media.

• continued to foster relations with Diplo alumni 
(Section 3.7).

• continued to work with a wide range of partners 
to deliver capacity development programmes 
(Sections 3.4 and 3.5).

In other areas, we
• organised a series of online briefings and discus-

sions (Sections 3.6.7 and 4.2).
• produced a range of multimedia content, including 

publications, data visualisations, videos, publica-
tions, infographics, and flyers (Sections 4.3, 5, 
and 6).

• created new websites and introduced new secure 
connections and new functionality to all the web-
sites operated by Diplo (Section 6.3).

https://dig.watch/issues/online-education
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3.4 Diplomatic training partnerships with MFAs

3.4.1 Ministry of Foreign Affairs of 
Serbia

In 2017 and 2018, Diplo worked together with the 
Ministry of Foreign Affairs of Serbia on a capacity 
development initiative titled Strengthening transpar-
ency in the Ministry of Foreign Affairs through improv-
ing strategic communications with Serbian citizens. 
The activities were funded by the UK Foreign and 
Commonwealth Office. The project aimed to increase 
the capacity of the Serbian MFA to pursue more effi-
cient, inclusive, and impactful public diplomacy using 
a wide range of tools with a special focus on social 
media. The activities took a citizen-centric approach, 
aiming to improve communication about policy to the 
public, thereby directly contributing to a more ac-
countable MFA and better informed citizens who can 
hold their government to account. Activities included 
30 scholarships for junior diplomats to attend Diplo 
online courses, and a series of 9 workshops for sen-
ior diplomats (Section 3.6.1).

3.4.2 Instituto Matias Romero 
(IMR) of the Mexican Ministry of 
Foreign Affairs

On 23 June 2018, Diplo welcomed the latest renewal 
of the memorandum of understanding between 
Mexico, Malta, and Switzerland on diplomatic train-
ing.  Through this agreement, initiated in 2009 
and renewed in 2013 and 2015, the Instituto Matias 
Romero (IMR)  of the Mexican MFA enrols diplomats 
as participants in Diplo’s online courses and co-op-
erates with Diplo on other educational initiatives. The 
memorandum allows for a wide range of co-opera-
tive activities in the field of diplomatic training.

Diplo’s co-operation with the IMR began in 2004, 
when the Institute first enrolled participants in Diplo’s 
online courses. Since 2004, around 510 diplomats 
from Mexico have been engaged in Diplo’s online 
training courses, with 62 participants enrolling in 
2018.

Signing the renewed memorandum: H. E. Ambassador Valentin Zellweger, Permanent Representative of 
Switzerland to the United Nations and the other International Organisations in Geneva; H.E. Ambassador 
Socorro Flores Liera, Permanent Representative of Mexico to the United Nations and other International 
Organisations in Geneva; and H.E. Ambassador Olaph Terribile, Permanent Representative of Malta to the 
United Nations and other International Organisations in Geneva.

https://www.diplomacy.edu/blog/renewing-partnership-diplomatic-training-mexico-malta-and-switzerland
http://imr.sre.gob.mx/
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3.4.3 National Foreign Service 
Institute (ISEN) of Argentina

In 2017, Diplo entered into a new partnership on 
diplomatic training with the National Foreign Service 
Institute (ISEN) of Argentina. The two institutions 
signed a memorandum of understanding to promote 
and develop mutual co-operation in the field of online 
diplomatic training.  In 2018, through this partner-
ship, ISEN enrolled 32 diplomats located in the capi-
tal and at diplomatic missions worldwide in Diplo’s 
online courses.

3.4.4 Ministry of Foreign Affairs 
and International Cooperation 
of the United Arab Emirates and 
Emirates Diplomatic Academy

Since 2017, Diplo has co-operated informally 
with Ministry of Foreign Affairs and International 
Cooperation of the United Arab Emirates. Through 
this partnership, some 14 Emirati diplomats en-
rolled in Diplo’s online courses in 2018. In addition, 
in 2018, Diplo was invited by the Emirates Diplomatic 
Academy to provide several face-to-face workshops 
(Section 3.6.2).

3.5 Other partnerships for capacity  
development and online training

3.5.1 University of Geneva: Online 
course on International Water Law

Diplo partnered again with the University of Geneva 
for its online course on international water law 
and the law of transboundary aquifers. Course 
participants included government officials (diplo-
mats, technical and scientific specialists working in 
transboundary water issues), international organi-
sations and non-governmental staff, civil society 
representatives, academics, and other professionals 
from different backgrounds including law, interna-
tional relations, environmental studies, hydrology, 
engineering, and economics. Participants reflected 
on the connections between international water law 
and other areas of international law, acquired an 
in-depth understanding of the multifaceted aspects 
related to the governance of water resources, and 
gained sound knowledge of international water law. 
Two events were organised in the framework of the 
course:

• Water and armed conflicts on 16 October 2018
• Implementing the Water Convention: A look at 

the results of the first reporting exercise on 23 
November 2018

Both training events were moderated by Dr 
Stephanie Borg Psaila.

3.5.2 Online diploma course in 
Humanitarian Diplomacy

In 2018, Diplo and the International Federation of 
Red Cross and Red Crescent Societies (IFRC) con-
tinued to run the bi-annual 12-week Online Diploma 
Course in Humanitarian Diplomacy,  marking the 
seventh year of co-operation. The course consists of 
an eight-week interactive online learning phase that 
introduces participants to humanitarian diplomacy 
concepts, actors, and tools, including persuasion and 
negotiation; and a four-week research phase during 
which participants prepare a 5000-word paper on a 
topic of relevance to their professional development 
or interests.

In 2018, the course was offered to groups of 23 and 
21 participants, starting in February and September, 
respectively. While the course materials and instruc-
tion were in English, participants were given the 
option to write their research papers in French or 
Spanish. Interest in the course remained high and 
the post-course feedback indicated a high level of 
satisfaction with it.

https://www.diplomacy.edu/blog/new-partnership-argentina-diplomatic-training
https://www.diplomacy.edu/calendar/webinar-water-and-armed-conflicts
https://www.diplomacy.edu/calendar/implementing-water-convention-look-results-first-reporting-exercise
http://www.diplomacy.edu/courses/humanitarian
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3.5.3 Capacity Development

Diplo delivered an online course on Capacity 
Development to 19 participants in early 2018, offered 
in partnership with the Learning Network on Capacity 
Development (LenCD). The course was facilitated by lec-
turers Jenny Pearson and Carol Kiangura, while a num-
ber of high-level guest experts joined class discussions, 
bringing additional practical experience and expertise 
into the classroom. Each week, participants read course 
materials, discussed them using hypertext entries, and 
joined a one-hour chat session to further discuss some 
of the key issues from the week. Participants also com-
pleted short assignments which required them to apply 
course learning to their own working environments (or 
future plans).

3.5.4 Negotiation Skills

In 2018, Diplo and the Center for Education Diplomacy   
(an initiative of the Association for Childhood Education 
International ) ran an online course on Negotiation 
Skills for a group of 24 participants. The course focused 
on equipping participants with the skills to success-
fully prepare, undertake, and conclude negotiations 
in formal and informal settings with government and 
non-government actors. The course consisted of four 
weeks of lectures with the two final weeks dedicated to 
a negotiation simulation in which participants engaged 
in a hypothetical negotiation situation which took place 
in a development co-operation setting and focused on 
improving education. Participants were assigned the 
roles of government officials from the provider country, 
government officials from the partner country, and civil 
society in the partner country. They negotiated in small 
groups to reach a basic common understanding about 
the joint project.

3.5.5 CyberMediation: New 
technologies for political 
mediation 

The UN Department of Political Affairs, 
DiploFoundation, the GIP, the Centre for Humanitarian 
Dialogue, swisspeace, and researchers from Harvard 
University joined forces to explore how digital 
technology is impacting the role of mediators in the 
prevention and resolution of violent conflict. The ini-
tiative was launched on 13 March 2018, in Geneva. 

As part of the project, Diplo also organised and par-
ticipated in the following activities: 

• 15 March 2018: #CyberMediation initiative 
launched to address potential and challenges of 
digital tools in peace mediation  | GIP Premises | 
Co-organised by the GIP with the UN Department 
of Political Affairs, DiploFoundation, the Centre for 
Humanitarian Dialogue, and swisspeace during 
Geneva Peace Week | Dr Jovan Kurbalija and Ms 
Barbara Rosen Jacobson represented the GIP. 

• 3 July 2018: WebDebate on #CyberMediation: New 
skills and tools for mediation

• 5 October 2018: #Cybermediation: What role for 
blockchain technology and natural language pro-
cessing AI?  | GIP premises | Dr Stephanie Borg 
Psaila moderated the discussion; Dr Katharina 
Hoene and Mr Dejan Dinčić represented the GIP. 

• 7 November 2018: Cybermediation: The impact of 
digital technology in the prevention and resolution 
of violent conflicts  | Palais des Nations, Geneva | 
Co-organised by the GIP with the UN Department 
of Political Affairs, DiploFoundation, the Centre for 
Humanitarian Dialogue, and swisspeace during 
Geneva Peace Week | Dr Katharina Hoene repre-
sented the GIP. 

3.6 Workshops and dialogues in partnership  
with MFAs and diplomatic academies

3.6.1 Workshops for the Ministry of 
Foreign Affairs of Serbia
As part of the Strengthening transparency in the 
Ministry of Foreign Affairs through improving strategic 
communications with Serbian citizens training pro-
gramme, Diplo faculty members delivered several 
workshops for the Serbian MFA. Those offered in 
2018 included:

• Language and diplomacy (14–15 March 2018 ),  
facilitated by Dr Biljana Scott. The workshop 
focused on ‘between-the-lines’ communication. In 
an age that promotes clear writing and transpar-
ent communication, the subtler nuances of so-
called diplomatic language are often dismissed 
as irrelevant or undesirable. However, since the 
unsaid can be a source of both strength and mis-
understanding, this workshop demonstrates how 

http://www.educationdiplomacy.org/
http://www.acei.org/
https://www.diplomacy.edu/launch-of-cybermediation-initiative
https://www.diplomacy.edu/blog/cybermediation-what-role-blockchain-and-artificial-intelligence
https://www.giplatform.org/events/cybermediation-what-role-blockchain-technology-and-natural-language-processing-ai
https://www.giplatform.org/events/cybermediation-impact-digital-technology-prevention-and-resolution-violent-conflicts
https://www.diplomacy.edu/calendar/language-and-diplomacy-workshop-serbian-mfa-0
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implicit communication can not only build rela-
tionships, but break them, too.

• Digital diplomacy (2 sessions: 19–20 February 
2018  and 17–18 April 2018 ), facilitated by Mr 
Jimmy Leach, former Head of Digital Diplomacy 
at the Foreign and Commonwealth Office, now an 
independent advisor on communications, content 
and delivery strategies for heads of state, blue 
chip corporates, start-ups, NGOs, and individuals. 
The workshop had a practical focus, introducing 
participants to how to develop and implement a 
social media strategy for the MFA, including what 
should be covered, roles for staff members, pre-
paring a calendar, and more.

• Public diplomacy (2 March 2018 ), delivered by 
Ambassador Kishan Rana. This workshop, deliv-
ered in the form of a lecture to ensure a broader 
audience, addressed new possibilities offered by 
digital diplomacy and social media, the evolution 
of diplomatic practice in the digital era, the ex-
change of experience in public diplomacy practice, 
and the transfer of knowledge and experience 
from senior to junior diplomats.

3.6.2 Workshops for  
the Emirates Diplomatic  
Academy

The Emirates Diplomatic Academy invited Diplo to 
submit proposals for a number of training work-
shops in 2018. Diplo faculty members facilitated the 
following workshops in Dubai:

• Protocol and Etiquette (Ambassador Olaph 
Terribile, 24–25 July)

• Economic Diplomacy (Ambassador Kishan Rana 
and Mrs Liz Galvez, 9–10 September)

• Public Diplomacy (Ambassador Kishan Rana and 
Mrs Liz Galvez, 11–12 September)

• Humanitarian and Consular Diplomacy 
(Ambassador Chris Lamb and Mr Tore Svenning, 
21–23 October)

• Protocol and Etiquette (Ambassador Olaph 
Terribile, 28–30 October)

• Protocol and Etiquette (Ambassador Olaph 
Terribile, 4–5 November)

3.6.3 Training courses on 
Diplomatic Protocol and Etiquette

In 2018, Diplo delivered four training seminars on 
diplomatic protocol and etiquette in Brussels for 
the European External Action Service (EEAS) and 
European Parliament officials. The seminars were 
delivered by Diplo faculty member Olaph Terribile.

3.6.4 Capacity-building workshop 
on Internet Governance for the 
Maharat Foundation in Lebanon

On 19–20 July 2018, Diplo staff member Marília 
Maciel and Senior Fellow Lee Hibbard facilitated a 
capacity development workshop on Internet govern-
ance for the Maharat Foundation in Lebanon. The 
training covered a wide range of issues, from infra-
structure to emerging topics, such as big data and 
artificial intelligence. Human rights aspects were 
particularly highlighted. The initiative was a step 
towards building a wider community supporting 
Internet governance issues in Lebanon, and served 
as a preparatory activity to the upcoming national 
Internet Governance Forum (IGF). The workshop was 
supported by the Embassy of the Netherlands in 
Lebanon.

3.6.5 International Seminar  
on Digital Diplomacy

The International Seminar on Digital Diplomacy, a 
collaboration between the Ministry of Foreign Affairs 
of the Republic of Indonesia (MoFA), UN Global Pulse, 
and DiploFoundation, discussed the environment 
in which diplomacy is conducted, the emergence of 
new topics on diplomatic agendas (including Internet 
governance and digital policy), and the use of new 
data analytics and connectivity tools in the practice 
of diplomacy (including social media, data, and 
visualisation). The event  took place on 12 July 2018 
and focused on big data and its potential to innovate 
diplomatic and international affairs, as well as its 
place on the agenda of foreign policymakers.

3.6.6 Mediation, Conflict 
Prevention, and Resolution  
in the Emerging Paradigm

The international conference Mediation, Conflict 
Prevention, and Resolution in the Emerging Paradigm  
was organised by the Conflux Center, in partnership 
with the Ministry of Foreign Affairs of Serbia, 
DiploFoundation, and the Faculty of Media and 
Communication at Singidunum University on 24–25 
February 2018.

The conference brought together renowned 
academics, practitioners, and decision makers to 
present their views of and exchange insights on 
mediation as an essential tool in addressing new 
challenges and threats to world peace and security. It 
examined ways of bringing culture and intercultural 
dialogue into mainstream mediation and addressed 

https://www.diplomacy.edu/calendar/digital-diplomacy-workshop-serbian-mfa
https://www.diplomacy.edu/calendar/digital-diplomacy-workshop-serbian-mfa-0
https://www.diplomacy.edu/calendar/public-diplomacy-lecture-serbian-mfa
https://www.diplomacy.edu/calendar/international-seminar-digital-diplomacy-beyond-social-media
https://www.diplomacy.edu/calendar/mediation-conflict-prevention-and-resolution-emerging-paradigm
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new challenges in conflict prevention and resolution 
brought about by advances in information and digital 
technologies and changes in the media landscape. It 
also looked at the comparative strengths and effec-
tiveness of various mediation actors.

3.6.7 WebDebates in collaboration 
with the International Forum on 
Diplomatic Training

In 2018, Diplo continued its co-operation with the 
International Forum on Diplomatic Training (IFDT)  
by managing the IFDT’s online portal, and promoting 
training programmes and events organised by IFDT 
members. Diplo has been an active member of the 
network for several years.

In addition, the series of WebDebates, organised 
within the IFDT’s framework, continued in 2018. The 
WebDebates discuss key topics related to the future 

of diplomacy, and bring together diplomats, profes-
sionals involved in diplomacy, and researchers from 
all over the world, to discuss key topics related to the 
future of diplomacy.

In 2018, Diplo organised seven WebDebates:

• What is the potential of big data for diplomacy? 
6 February 2018

• Strategies for African States in multilateral diplo-
macy 6 March 2018

• Can we teach and learn negotiation skills online? 
8 May 2018

• Algorithmic diplomacy: Better geopolitical analy-
sis? Concerns about human rights? 5 June 2018

• #Cybermediation: New skills and tools for media-
tion 3 July 2018

• Space diplomacy: Old geopolitics or new frontier 
for collaboration? 4 September 2018

• Blockchain for development: a critical assessment 
6 November 2018

3.7 Diplo’s alumni network

Diplo’s alumni network continued to grow in 2018, 
reaching over 6000 members from 201 countries 
and territories by the end of the year (refer to the 
interactive alumni map ). We engage with the alumni 

network regularly, keeping them up-to-date with 
activities, projects, study opportunities, new publica-
tions, and more.

Alumni and the Diplo team at IGF 2018

https://forum.diplomacy.edu/
https://forum.diplomacy.edu/blog/webdebate-summary-what-potential-big-data-diplomacy-0
https://forum.diplomacy.edu/blog/webdebate-summary-strategies-african-states-multilateral-diplomacy#overlay-context=blog/what-potential-big-data-diplomacy
https://forum.diplomacy.edu/blog/webdebate-summary-can-we-teach-and-learn-negotiation-skills-online
https://forum.diplomacy.edu/blog/webdebate-summary-algorithmic-diplomacy-better-geopolitical-analysis-concerns-about-human#overlay-context=
https://forum.diplomacy.edu/blog/webdebate-summary-cybermediation-new-skills-and-tools-mediation
https://forum.diplomacy.edu/blog/webdebate-summary-space-diplomacy-old-geopolitics-or-new-frontier-collaboration
https://forum.diplomacy.edu/blog/webdebate-summary-blockchain-development-critical-assessment
http://www.diplomacy.edu/alumni/map


18

In 2018, alumni continued to join the closed Facebook 
group created in 2017. The platform helps alumni 
share updates, brainstorm new ideas, and network 
in an informal setting. In 2018, the group member-
ship increased to 418 members, and 235 posts were 
shared by Diplo alumni, faculty, and staff members.

3.8 Updates and innovation in online learning

3.8.1 Video commenting

In 2018, we added a new tool for video commenting 
to our online classrooms. The tool allows partici-
pants to post and respond to comments on videos 
shared in the classroom. This is a complementary 
tool to our main discussion tool of hypertext entries, 
which allow participants to make comments on 
written text. The initial response from course partici-
pants was very positive and we plan to continue to 
use this feature in courses delivered in 2019.

3.8.2 Developing lighter learning 
methodology

One of the most important areas of innovation for 
Diplo’s online learning team in 2018 was the de-
velopment of new online learning methodologies 
for courses to reach a broader audience. Diplo’s 
standard online courses run at a postgraduate level 
and require six to eight hours of study per week 
over eight weeks. Many people are interested in 
our course topics but do not have the academic 

Proud to be
#DiploAlumni

Diplo’s online learning platform: video commenting
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prerequisites, do not require in-depth academic 
coverage, or do not wish to dedicate this much study 
time. We also wanted to experiment with multimedia 
materials (short videos, readings, short interactive 
exercises, quizzes, polls, etc.). We identified the topic 
of cybersecurity as one which has a broad appeal 
and started work on a course which will include a to-
tal of 8 to 10 hours of study materials, which partici-
pants can complete at their own speed over a period 
of two months.

Work on this new course began in 2018, and the pilot 
course session will be offered in 2019 to an internal 
audience (Diplo staff and associates). The course 
should then be offered to the public in late 2019. The 

course will be offered using two different online 
learning platforms, in order to test their suitability 
for our audience (Moodle and Claned).

3.8.3 Further developing blended 
learning

Based on lessons learnt while delivering blended 
learning courses in 2017, we continued improving 
this methodology, offering four blended learning 
courses in 2018. These courses used an innovative 
blended learning technique, combining reading and 
discussions in the online classroom with weekly 
lunchtime face-to-face meetings.

Everyday Cybersecurity classroom in Moodle



20

4. The Geneva Internet Platform

The Geneva Internet Platform (GIP) is an initia-
tive supported by the Swiss authorities and oper-
ated by Diplo. In 2018, the members of the Steering 
Committee included the Swiss Federal Department 
of Foreign Affairs, the Swiss Federal Office of 
Communications, the Republic and State of Geneva, 
the University of Geneva, and ETH Zürich.

The GIP set the following objectives at the beginning 
of its operations in 2014:

• Provide a neutral and inclusive space for digital 
policy debates, accepted by the majority of global 
actors as a place where different views can be 
voiced.

• Strengthen the participation of small and devel-
oping countries in Geneva-based digital policy 
processes.

• Support activities of Geneva-based Internet 
governance and information and communica-
tion technology (ICT) institutions and initiatives, in 
particular the Internet Governance Forum (IGF).

• Facilitate research for an evidence-based, multi-
disciplinary digital policy approach beyond exist-
ing policy silos (e.g. technology, security, human 
rights).

• Provide tools and methods for in situ and online 
engagement that could be used by other policy 

spaces in International Geneva and worldwide 
(e.g. health, migration, trade).

As participating in Internet governance processes 
presents a challenge due to its decentralised, dy-
namic, and complex nature, in 2015, Diplo and the 
GIP launched the Digital Watch initiative. With its three 
pillars (an online observatory, briefings, and news-
letters), the initiative provides a solution for prac-
titioners of Internet governance and digital policy, 
especially diplomats working in the field, and com-
munities from developing countries.

In 2018, the project completed its fifth year of opera-
tion. Again, a major focus was the 13th IGF, which 
was held in Paris. Diplo and the GIP carried out a 
comprehensive range of activities (Section 4.7).

In addition, the GIP continued its just-in-time report-
ing initiatives, which enhance the initiative’s ability 
to provide the latest updates on digital policy dis-
cussions to practitioners who need to stay on top of 
developments, and help promote the work of the GIP 
and extend the observatory’s reach.

For research and publications by the GIP, see 
Section 5. For GIP and observatory-related  
communications, see Section 6.

4.1 The GIP Digital Watch observatory

The GIP Digital Watch observatory, launched in 
September 2015, is a comprehensive Internet gov-
ernance and digital policy observatory. The platform 
provides a neutral one-stop shop for live develop-
ments, overviews and explanatory texts, events, 
resources, and other content related to Internet 
governance and digital policy. It draws from the 
strengths of its partners’ assets: the resources Diplo 
has developed over the last 16 years, the GIP’s inter-
national reach, and the Internet Society’s network of 
Chapters that help shape localised content.

The observatory

• maintains a comprehensive live summary of the 
latest developments and trends in digital policy.

• provides an overview of issues, actors, and ongo-
ing processes.

• maintains an up-to-date calendar of events, with 
upcoming and past events mapped thoroughly.

• provides access to the latest research and data on 
Internet policy.

• enriches content by quantitative research (e.g. 
data-mining of open data, topic profiling, and visu-
alisation of data).

• supports the just-in-time reporting initiatives 
through dedicated interactive pages.
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4.1.1 Improvements  
to the platform

In 2018, several improvements were made to the GIP 
Digital Watch observatory:

• The taxonomy of digital policy underwent a major 
revision, with the number of issues increas-
ing from 43 to 49. New issues include Artificial 
Intelligence, Blockchain, Digital Identities, Inclusive 
Finance, the Right to be Forgotten, Data Governance, 
Digital Business Models, Digital Legacies, and 

Freedom of the Press. Other issues were reclassi-
fied or merged.

• New trend pages were added: Right to be for-
gotten,  Cambridge Analytica,  Autonomous 
Vehicles,  and Digital Health.

• All regional developments were grouped in a new 
section.

• A new interactive map of digital policy actors was 
added.

In 2018, one of the most important and popular func-
tions of the observatory, as in the previous year, was 
the just-in-time reporting initiatives (Section 4.4).

https://dig.watch/trends/rtbf
https://dig.watch/trends/cambridge-analytica
https://dig.watch/trends/autonomous-vehicles
https://dig.watch/trends/digital-health
https://dig.watch/regional-updates
https://dig.watch/actors-map
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The team continued to update the Issue and Process 
pages with the new resources and other relevant 
content, while reviewing the taxonomy to make 
sure the observatory stays on par with the latest 
developments.

4.1.2 Data-driven analysis

Diplo’s Data Team was a core part of the observa-
tory’s research initiatives in 2018. Driven by the need 
to integrate data into research, the team (including 
observatory curators) prepared several qualitative 
studies which were then visualised and published in 
an interactive format.

• Digital policy on the agenda of the UNGA’s 73rd 
session: Sixty-three statements during the 
UNGA’s 73rd session tackled digital aspects, 
compared to 47 in 2017. An interactive database 
shows which issues were raised, by which coun-
try, in 2017 and 2018, together with extracts from 
the 2018 statements.

• Offensive Cyber Capabilities: This mapping pre-
sents evidence or indications of offensive cyber 
capabilities that countries have built or are build-
ing. The mapping is based on evidence in the form 
of official and publicly available documents issued 
by state institutions, or on indications from cred-
ible media or technical community sources.

• AI Trends 2018: This analysis looks at the coun-
tries with AI strategies and policy statements, and 
in which year these strategies/policy statements 
were adopted. It also visualises predicted rev-
enues from the AI market in world regions.

• IGF 2018: Data acquired concerning the IGF 2018 
topics and highlights were analysed and repre-
sented in visual form for use on the website, as 
well as in the daily and final reports.

https://dig.watch/trends/unga73
https://dig.watch/processes/ungge
https://diplo.smugmug.com/ILLUSTRATIONS/Data-Governance/Data-Governance/i-swxHTkf/A
http://dig.watch/igf2018
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Other visualisations and data analysis were pub-
lished during the year.

4.1.3 Expanding the core  
team of curators

The core team of curators was expanded 30, up 
from a core team of 15. This was done by engaging 
curators from the already existing pool of assistant 
curators. The curators are continually involved in 
research and analysis, and in reporting from digital 
policy events around the world, taking advantage of 
their presence at various global meetings.
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4.1.4 A record-breaking  
number of visitors

The SEO strategy adopted in 2017, together with new 
social media campaigns and just-in-time reporting 
initiatives, attracted a record-breaking number of 
visitors in 2018.

In 2018, the highest number of visits came from 
the USA, India, Switzerland, UK, France, Taiwan, 
Germany, Serbia, Japan, and Canada. Developing 
countries were prominent in the Top 25 countries for 
visitors.

Number of sessions in 2018

Overview of users: 2017 vs 2018
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4.2 Briefings on Internet governance and digital policy

4.2.1 Monthly briefings

Monthly briefings on Internet governance take place 
on the last Tuesday of every month.  They are deliv-
ered live in Geneva and broadcast online. Recordings 
and digests for each briefing are then shared with 
the online digital policy community.

In addition to the briefing, the GIP develops the 
monthly IG Barometer of Trends,  which tracks 
specific issues in the public policy debate and reveals 
focal trends by comparing the issues every month.

In 2018, the briefing continued offering unique re-
gional perspectives  on digital-policy-related issues, 
through regional developments presented during 
each briefing and which are also available on the 
Digital Watch observatory.

4.2.2 Other webinars

Other webinars were organised in 2018:

• #Cybermediation: new skills and tools for media-
tion July 2018  (Section 5.2)

• What is responsible behaviour in cyberspace? 
October 2018

• What is the role of civil society and communities 
towards a peaceful cyberspace? December 2018

• What is the role of the private sector towards a 
peaceful cyberspace? December 2018

The monthly briefings on Internet governance take place on the last Tuesday of every month.

https://dig.watch/briefings
https://dig.watch/briefings#archive
https://dig.watch/IGBarometer
https://dig.watch/regional-updates
https://www.diplomacy.edu/blog/webdebate-summary-cybermediation-new-skills-and-tools-mediation
https://www.giplatform.org/resources/webinar-%E2%80%98what-responsible-behaviour-cyberspace%E2%80%99
https://www.diplomacy.edu/blog/webinar-what-role-civil-society-and-communities-towards-peaceful-cyberspace
https://www.diplomacy.edu/blog/webinar-summary-what-role-private-sector-towards-peaceful-cyberspace
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4.3 The Digital Watch newsletter

The Digital Watch newsletter, published by the GIP 
and Diplo as part of the GIP Digital Watch initiative, 
includes a round-up of developments and trends for 
each month, features and articles on various digital 
policy areas, and a just-for-fun section related to a 
topical policy issue. The newsletter complements the 
GIP Digital Watch observatory  and the monthly GIP 

briefings on Internet governance.  In 2018, 10 issues 
were published.

Most issues are translated into a number of languag-
es including French, German, Bahasa Indonesian, 
Portuguese, and Spanish. The translations reflect the 
GIP’s mission to engage even more actors in digital 
policy, through different languages.

4.4 Just-in-time reporting initiatives

The GIP Digital Watch observatory provides just-
in-time reporting from select Internet governance 
events, to help stakeholders follow the discussions 
and explore the issues and aspects in depth, and to 

bridge existing gaps in terms of participation and 
policy silos. Just-in-time reporting initiatives involve 
publishing session reports, daily summaries, and 
final reports.

Ausgabe 30: April 2018

1. Wachsender Druck auf Technologieindustrie

Im April wurde Facebooks CEO Mark Zuckerberg vom Justiz- 
und Wirtschaftsausschuss des US Senats  sowie vom Energie- 
und Handelsausschuss des Repräsentantenhauses  befragt. 
Während der zehnstündigen Anhörung, die über zwei Tage lief, 
wurde der CEO über Facebooks Geschäftspraktiken im Rahmen 
des Cambridge Analytica Skandals ausgefragt.

Zuckerberg räumte ein, dass eine Datenschutzregelung unum-
gänglich sei, und merkte an, dass es nicht darum gehe „ob“ eine 
solche Regelung eingeführt werde, sondern darum „wie“ sie ein-
geführt werde und welche konkrete Form sie annähme.

Darüber hinaus verwies er auf etwas, das von vie-
len als Widerspruch des gängigen Geschäftsmodells von 
Internetkonzernen angesehen wird: sie bieten Nutzern/-innen 
kostenlose Dienste an, finanzieren diese jedoch durch die 
Vermarktung von Nutzerdaten (hauptsächlich durch Werbung). 
Dies wirft die Frage auf, ob ein neues Geschäftsmodell ent-
stehen sollte bei dem Nutzer/-innen für Online-Dienste bezah-
len und damit vermeiden, dass ihre Daten vermarket werden. 
Facebooks CEO schien die mögliche Einführung eines zweistu-
figen Facebooks anzudeuten: eine kostenlose Version mit einer 
automatischen Datenschutzerklärung bei der Nutzer/-innen aus-
drücklich zustimmen, dass ihre Daten von der Firma für gezielte 

Werbung genutzt werden, und eine werbefreie Premiumversion 
die gegen Zahlung einer Gebühr zugänglich ist.

Was geschah seit der Anhörung? Erstens, obwohl Zuckerberg 
angab, dass die Datenschutz-Grundverordnung (DSGVO) ein 
positiver Schritt sei, verschob Facebook über 1,5 Milliarden 
Nutzerprofile in Asien, Afrika, Australien und Lateinamerika aus 
der Rechtsprechung der DSGVO, indem die Zuständigkeit von Irland 
(wo die Firma ihren Hauptsitz hat) in die USA verlegt wurde.

Zweitens hat das europäische Parlament Facebooks CEO ebenfalls 
dazu eingeladen für eine Anhörung in der EU zu erscheinen.  Im 
März hatte Zuckerberg eine Vorladung zu einer Aussage vor dem 
britischen Parlament abgelehnt;  es bleibt abzuwarten wie er auf 
die Anfrage des EU Parlaments antworten wird.

2. Cybersecurity Tech Abkommen: Was kommt vor und 
was nicht? Wer kommt vor und wer nicht?

Diesen Monat haben über 30 Technologiekonzerne ein 
Cybersecurity Tech Abkommen  unterzeichnet, wonach sie sich 
dazu verpflichten Zivilisten online zu schützen. Das Abkommen 
wurde unter anderem von Microsoft, Facebook, Cisco, HP und 
Oracle sowie einer Reihe anderer Cybersecurity Firmen unter-
zeichnet. Bemerkenswerterweise sind Amazon, Apple, Google 
und Twitter derzeit nicht Teil des Abkommens.

Mehr dazu auf Seite 7

Mehr dazu auf Seite 8

Wie sollten diese Waffen definiert werden? Und wie 
kann ihre potenzielle Weiterentwicklung und Nutzung 
geregelt werden? Länder und Experten diskutierten 
diese und andere Themen.

LETALE AUTONOME WAFFENSYSTEME

Sowie digitale Technologien zunehmend im 
Gesundheitsbereich eingesetzt werden, haben 
sie auch Auswirkungen auf die digitale Politik.

DIGITALE GESUNDHEIT

Während der UNCTAD E-Commerce Week konzent-
rierten sich viele Diskussionen auf die Rolle von digi-
talen Platformen und die Rolle von E-Commerce bei 
der Unterstützung von Wachstum und Entwicklung.

E-COMMERCE WEEK

Mehr dazu auf Seite 6

Diesen Monat feiern wir die 30. Ausgabe unseres Newsletters. 
Seit Juni 2015 bieten wir monatliche Übersichten über die wich-
tigsten digitalen Politik-Entwicklungen und Veranstaltungen, 
sowie Analysen der aktuellsten Themen des Monats über 
unseren Newsletter an. Unser Ziel ist es, unsere Leser dabei 
zu unterstützen auf dem neuesten Stand des digitalen Politik-
Feldes, mit seiner Dynamik und seinen ständigen Neuerungen, 
zu bleiben. In den letzten Monaten wurde unsere Newsletter in 
mehrere Sprachen übersetzt. Laden Sie vorherige Ausgaben 
auf Englisch und in anderen Sprachen herunter.

Diesen Monat sind Themen der globalen Internet 
Governance Architektur, Sicherheit und der 
Internetwirtschaft prominent. Lesen Sie unsere 
Zusammenfassung der Entwicklungen.

BAROMETER

Mehr dazu auf den Seiten 4 und 5

DIGITALE POLITIK: TRENDS IM APRIL

Sie erhalten Unmengen an
Neuigkeiten zur digitalen Politik?

Wir auch. Wir machen verständlich,
kontextualisieren, und analysieren.

Dann fassen wir alles für Sie zusammen. 

D E U T S C H
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The IGF will need to adapt quickly in order to remain relevant 
in the fast changing digital world. This was the writing on 
the ‘IGF wall’ in keynote addresses, workshops, and corridor 
discussions.

For the first time in the IGF’s history, the annual meeting 
was presided over by both the host country’s head of state 
and the UN Secretary-General. In sharp contrast with this 
officialdom, government representation was low compared 
to civil society and the business community. The Secretary-
General encouraged the IGF to reach out to governments, in 
particular those from developing countries.

One of the potential reasons for dwindling government par-
ticipation is that the IGF ‘needs to produce more than just 
debate and reflection’.  Last year, the IGF made a step for-
ward by gathering conclusions of discussions in the form of 
Geneva Messages. This year, French President Emmanuel 
Macron made the following proposals for the IGF reform:

• The IGF needs to reform, according to Macron, ‘to become 
a body producing tangible proposals’. Switzerland, 
France, and Germany, as the previous, current, and next 
host, have also been supporting more concrete outputs in 
the IGF deliberations. 

IGF: CHANGE NEEDED TO STAY RELEVANT 
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1. Kasus Cambridge Analytica meningkatkan 
pengawasan terhadap Facebook dan perusahaan 
Internet

Pada bulan-bulan terakhir, perusahaan Internet mendapatkan 
tekanan lebih besar akibat beberapa isu. Pada Maret, skandal 
Cambridge Analytica yang melibatkan data 30 juta pengguna 
Facebook mengakibatkan peningkatan pengawasan terhadap 
perusahaan Internet.

Kasus ini melibatkan data yang dikumpulkan dari pengguna 
Facebook oleh peneliti melalui aplikasi seluler, yang juga 
mengambil data-data teman pengguna. Para peneliti melanggar 
perjanjian yang semula hanya untuk penelitian dengan 
memberikan data tersebut kepada Cambridge Analytica. 
Perusahaan konsultasi politik ini kemudian mencocokkan data 
dengan rekaman lain yang bisa mengkonstruksi profil pengguna. 
Data yang tersusun lalu dijual ke kampanye politik untuk 
mempengaruhi pemilih.

Kasus ini memiliki banyak dampak, termasuk pertanggung-
jawaban perantara (intermediary), kebijakan konten, perlindungan 
konsumen dan keamanan data. Buka halaman 6 untuk membaca 
dampak lebih detail.

Kasus ini juga meningkatkan kepedulian terhadap privasi. Tren 
pencarian isu terkait privasi sejak 2015 menunjukkan tingginya 
peningkatan pencarian terkait perkembangan atau kejadian ini.

Pada Januari dan September 2015 (poin 1 dan 2 di gambar 
halaman 3), peningkatan jumlah pencarian terkait dengan 
hoaks tentang privasi Facebook.  Pada Juni 2016, (poin 3), 
peningkatan pencarian terkait dengan keputusan pengadilan 
terhadap kukis (cookies) di peramban.  Pada Oktober 2016 (poin 
4) pencarian utama adalah kasus hoaks yang tersebar melalui 
surat elektronik (surel) sementara pada Maret dan April 2017 
(poin 5) terkait keputusan Presiden Amerika Serikat kepada 
Komisi Komunikasi Federal atas pencabutan privasi daring juga 
menjadi perhatian.  Pada Maret 2018 (poin 6) peningkatan tajam 
merupakan reaksi terhadap kasus Cambridge Analytica. Seiring 
meningkatnya pemberitaan media tentang penyelidikan kasus 
ini, tren pencarian isu ini diperkirakan akan berlangsung sampai 
April

2. Perpajakan: Komisi Eropa mengeluarkan 
proposal, OECD menerbitkan laporan sementara

Isu perpajakan di ekonomi digital sering dibahas dalam agenda 
internasional sejak satu tahun terakhir.

Selanjutnya di halaman 7

Kita mulai dengan ringkasan terkait perpajakan, 
privasi dan kendaraan otonom.

TREN

Selanjutnya di halaman 1, 3

Selanjutnya di halaman 8

Di Forum WSIS bulan Maret, banyak diskusi 
terfokus kepada peran teknologi baru untuk 
mencapai pembangunan berkelanjutan.

PEMBANGUNAN BERKELANJUTAN

Waktu bersejarah atas Internet dan 
perkembangan Tata Kelola Internet di bulan 
Maret sangat menarik dan luar biasa.

SEJARAH BULAN INI

Ekonomi Internet, hak asasi digital dan teknologi 
baru sangat menonjol bulan ini. Baca ringkasan 
kami.

BAROMETER

Selanjutnya di halaman 4, 5

WSIS

KASUS CAMBRIGDE ANALYTICA
Bulan ini, kasus Cambridge Analytica mengakibatkan 
peningkatan pengawasan terhadap perusahaan 
Internet dan memunculkan banyaknya diskusi terkait 
data pribadi. Selanjutnya di halaman 6.

Selanjutnya di halaman 3

TREND KEBIJAKAN DIGITAL BULAN MARET

Edisi 29: Maret 2018

DI EDISI INI

Anda menerima banyak potongan informasi 
terkait kebijakan digital. Kami juga menerimanya. 

Kami mengurai, membuatnya kontekstual 
serta menganalisanya. 

Lalu kami meringkasnya untuk anda.
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Watching through a lens: ITU Secretary General Houlin Zhao at the Opening Ceremony of this year’s WSIS Forum.
Credit: ITU/D.Woldu

This report has been prepared by the Geneva Internet Platform, with support from ICANN, the Internet Society, and DiploFoundation. 
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The official WSIS Forum 2018 outcomes are available on the ITU website.

WSIS Forum 2018: Extending the debate
The debate on new technologies has become an integral 
part of the wider digital policy discussion. The develop-
ments in artificial intelligence (AI) and big data are hap-
pening at a fast past, bringing economic, security, legal, 
and ethical considerations into sharper focus.

This year, the World Summit on the Information 
Society (WSIS) Forum reconfirmed that digital devel-
opments do not happen in a vacuum. The discussion 
on how to achieve the sustainable development goals 
(SDGs) was influenced by the fast developments 
of new technologies, such as AI and big data, and 

the growing political and policy relevance of digital 
developments.

In analysing the discussions, as part of our just-in-time 
reporting initiative from WSIS Forum 2018, we observed 
two trends in particular.

The first trend is that there is less and less difference 
between development and the wider digital policy discus-
sion. This trend is triggered by new technologies which 
open broader economic, security, legal, and ethical con-
siderations for both developed and developing countries.

This icon indicates that there is more background material in the digital version. Alternatively, visit https://dig.watch for more in-depth information.

You receive hundreds of pieces of
information on digital policy.

We receive them, too.
We decode, contextualise, and analyse them.

Then we summarise them for you.

Issue 35 – October 2018

The trends in October revolve around the tech giants; their 
data-based business models; and the backlash they are 
facing over their practices, their large revenues, and their 
even larger dominance. Is the position of tech giants start-
ing to weaken?

1. Data breaches continue; tech giants face tougher 
backlash

When everyone thought the Cambridge Analytica scandal 
was water under the bridge, out came the revelations of 
two new major breaches.

A software glitch on Google+ allowed outside developers to 
potentially gain access to the private data of over 500,000 
users, between 2015 and March 2018.  Although the plat-
form is now shutting down for consumers, Google failed to 
disclose the bug. According to the Wall Street Journal, an 
internal memo prepared by the company’s legal and pol-
icy staff warned that disclosing the incident would trigger 
an ‘immediate regulatory interest’ and cause reputational 
damage.

In a second case, Facebook revealed that a security issue 
had affected 30 million user accounts.  Hackers exploited 
the ‘view as’ feature to get access to log-in details and 
private data such as usernames, phone numbers, e-mail 
addresses, gender, and religion.

With so much market dominance (based primarily on the 
data business model) and access to private data, govern-
ments and users have grown increasingly uneasy and 
impatient with the tech companies’ inability to keep pri-
vate data secure. The continual breaches are also rais-
ing tougher questions on accountability and consumer 
protection.

Amid these debates, the toughest criticism this month 
came from Brussels. Data protection officers (DPOs) 
gathering for the annual International Conference of Data 
Protection and Privacy Commissioners  sent a clear mes-
sage: Companies need to bring their data-related practices 
in line with higher standards of protection for the rights of 
users.
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Trends continue on page 3

DIGITAL POLICY TRENDS IN OCTOBER

IN THIS ISSUE

More on page 8

The USA and Russia have introduced two resolutions 
in the First Committee of the UN General Assembly. 
We take a look at what each resolution states.

CYBERSECURITY

The Geneva Internet Platform will participate actively 
once again at this year’s Internet Governance Forum. 
Join us online or in Paris on 12–14 November.

INTERNET GOVERNANCE FORUM

Is blockchain compatible with the GDPR? While the reg-
ulation does not contain clear guidelines, some princi-
ples are in direct conflict with the nature of blockchain. 

BLOCKCHAIN AND THE GDPR

The WTO’s Public Forum and UNCTAD’s World 
Investment Forum 2018 were just two of the main 
events in October. We look back at the discussions.

GENEVA

More on page 2

Apple CEO Tim Cook did not mince his words, during the 
40th International Conference of Data Protection and 
Privacy Commissioners: ‘The desire to put profits over pri-
vacy is nothing new… We shouldn’t sugarcoat the conse-
quences. This is surveillance. And these stockpiles of per-
sonal data serve only to enrich the companies that collect 
them.’ More digital policy updates on pages.  Credit: ICDPPC

More on page 7

More on pages 6

IGF

  OVERVIEW

The gap between those who have been able to benefit from 
technology-enabled trade and the ones lagging behind 
provided the backdrop to the discussions. The ways to 
overcome this gap and ensure that trade becomes an 
instrument to facilitate the achievement of the sustainable 
development goals (SDGs) was at the forefront of concerns.

In the future, the digitisation of the economy will continue 
with accelerated speed, the importance of data flows will 

increase exponentially, e-commerce will be a leading force 
for growth, and the service industry will be responsible for 
the creation of a large number of jobs. There will also be an 
increase in the importance of services for trade, due to the 
evolution of artificial intelligence (AI), online platforms, and 
big data analytics.

In turbulent times, there is a need for stability, predictability, 
and consistency. The harmonisation of legal frameworks 

Report prepared by the Geneva Internet Platform with support from DiploFoundation

‘Trade 2030’ was the main topic at this year’s World Trade Organization (WTO) Public Forum (2–4 October). 
The event provided a glimpse into the future and focused on the impact of technology on the trading system. 
Participants gathered at the headquarters of the WTO, in Geneva, to discuss how trade can further contribute to 
economic growth, the creation of jobs, and sustainable development. The cross-cutting question that many of the 
sessions addressed was: Is today’s global trading system equipped to face the changing environment we live in?

dig.watch/wtopublicforum

Published on 16 October 2018

  This icon indicates that there is more background material in the digital version. 
Visit https://dig.watch/events/wto-public-forum-2018 to download this report, and to read our session reports.

 Credit: WTO/Jay Louvion

REPORT
WTO PUBLIC
FORUM 2018

SUMMARY

A selection of reports prepared as part of the just-in-time reporting initiative.
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The GIP organised several major reporting initiatives 
from the following events in 2018:

• WSIS Forum March 2018
• UNCTAD eCommerce Week April 2018
• EuroDig 2018 June 2018

• World Trade Organization Public Forum October 
2018

• 13th Internet Governance Forum November 2018  
(Section 4.7)

The observatory also provided reports from other 
events, such as national or regional IGFs.

4.5 The GIP’s courses on digital policy

4.5.1 Course on Digital Commerce 
for Geneva-based developing 
country representatives

Between 29 January and 7 March 2018, the GIP, 
together with DiploFoundation, the International 
Trade Centre (ITC),  the Consumer Unity & Trust 
Society (CUTS International),  and the United Nations 
Conference on Trade and Development (UNCTAD)  
ran the Course on Digital Commerce for developing 
country representatives.

The course focused on supporting government and 
non-government actors to better understand the link 
between international trade and development and 
digital policy.

The end of the course marked the completion of 
three iterations of the course. The publication Digital 
Commerce Capacity Development: Preparing trade 
professionals for the challenges of the digital econo-
my highlighted the impact of these courses.

4.5.2 Course on Digital Policy 
and Internet Governance for 
Permanent Missions to  
the UN in New York, USA

The GIP, together with DiploFoundation and the 
Permanent Mission of Switzerland to the UN in New 
York  ran the first iteration of the Course on Internet 
Governance and Digital Policy for members of UN 
permanent missions in New York.

The course ran from 4 April to 22 May 2018, and its 
discussions were anchored in the current develop-
ments at the UN, namely digital-policy-related dis-
cussions, but also the wider issues of cybersecurity, 
internet taxation, and network neutrality.

4.5.3 Course on Data Diplomacy 
for Swiss diplomats

Between 25 April and 13 June 2018, the GIP ran the 
Course on Data Diplomacy. Building on the 2017 Data 
Track of activities and on data research, the course 
was designed for professionals working with differ-
ent divisions of Switzerland’s Federal Department 
of Foreign Affairs (FDFA). The programme was 
designed to explore the link between (big) data and 
the practice of diplomacy, in order to strengthen the 
participants’ ability to understand the way in which 
data affects their work.

4.5.4 Course on Digital Policy 
and Diplomacy for Geneva-based 
country representatives

The GIP, together with DiploFoundation and in co-
operation with the Republic and State of Geneva, 
University of Geneva,  and the South Centre  
ran the just-in-time introduction to Digital Policy 

DIGITAL COMMERCE
CAPACITY DEVELOPMENT:
Preparing trade professionals for

the challenges of the digital economy

https://dig.watch/events/wsis-forum-2018
https://dig.watch/events/unctad-e-commerce-week-2018
https://dig.watch/events/eurodig-2018
https://dig.watch/events/wto-public-forum-2018
https://dig.watch/events/13th-internet-governance-forum
http://www.intracen.org/
http://www.cuts-citee.org/
https://unctad.org/en/Pages/Home.aspx
https://www.diplomacy.edu/sites/default/files/Digital_Commerce_Capacity_Development_0.pdf
https://www.eda.admin.ch/missions/mission-new-york/en/home.html
https://www.ge.ch/
https://www.southcentre.int/
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and Diplomacy course for Geneva-based country 
representatives.

The course ran from 8 October to 11 December, and 
covered many digital-policy-related issues such as 

emerging technologies, broadband and infrastruc-
ture policy, network neutrality, jurisdiction, intellec-
tual property rights, privacy protection, data govern-
ance, and cybersecurity digital rights.

4.6 Data Talks

The series of Data Talks launched in 2017 contin-
ued in 2018, attracting interest from international 
organisations.

The meetings held in 2018 were as follows:

• Data participation February 2018
• Mobile data April 2018
• Data dependency June 2018
• Digital Cooperation and Brussels’ Data Week in 

November 2018

The publication Data and International Organisations: 
Navigating cross-sectoral data challenges  present-
ed reflections on data-related issues experienced by 
international organisations.

4.7 Activities related to the 13th Internet Governance Forum

In November 2018, DiploFoundation and the GIP 
participated extensively in the Internet Governance 
Forum in Paris by

• organising two sessions: The challenges of capac-
ity development: practical approach,  and AI and 
the future of diplomacy: What’s in store?

DATA AND
INTERNATIONAL
ORGANISATIONS:
Navigating cross-sectoral
data challenges

February 2018

IGF Daily No. 1 – Tuesday, 13th November, 2018

Session reports and updates from the 13th Internet Governance Forum are available on the GIP Digital Watch observatory at dig.watch/igf2018
 Click on the icon in the digital version to access links and additional information.
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CHANGE AT A HISTORICAL MOMENT

‘In the lecture halls and cafes of Paris, philosophers and writ-
ers have been discussing the interplay between technology 
and humanity for centuries.’ Our time is no different. Global 
debate on the interplay between technology and humans 
is needed more than ever before. This was the underlying 
message of the UN Secretary General’s opening speech at 
the 13th Internet Governance Forum (IGF).

IGF 2018 is a turning point in digital policy. This was felt 
yesterday in the IGF conference rooms and corridors. In 
Paris, while celebrating 100 years since the Armistice, the 
digital community embarked on a discussion of the future 
of Internet Governance (IG). If the IGF wants its core mis-
sion to remain the same, the way it operates must evolve. 
The need for change and a new vision for the future echoed 
in the opening speeches of UN Secretary-General Antonio 
Guterres and President of France Emmanuel Macron. The 
two speeches were much more than diplomatic routines. 
They were substantive reflections on the present moment, 
and bold visions for the digital development ahead of us.

Concrete proposals were not missing from 
these speeches. UN Secretary-General 
Guterres clearly outlined parameters for 
the IGF 2.0. The IGF should be not only 
multistakeholder but also multidisciplinary. 
Philosophers and anthropologists, among 
others, will be needed more and more in 
debating questions of ethics and the future 
use of technology. The IGF should find inno-
vative solutions to bridge the increasingly 
fortified policy silos of the technical, secu-
rity, business, and other communities. New 
thinking, shared language, and reframing 
of existing narratives are needed to deal 
with digital challenges.

The UN Secretary-General invited the IGF 
community to listen to the unheard and 
marginalised voices from local communi-
ties, people with disabilities, youth, and the 

elderly. Digital growth affects us all, yet many remain out-
side of current debates.

President Macron sent an equally clear message for a 
strengthened IGF which should provide concrete policy out-
puts. The IGF needs more resources, a robust structure, 
and higher policy relevance in the UN system. He called 
on the IGF to monitor implementation of the Paris Call for 
Trust and Security in Cyberspace, a high-level declaration 
on developing common principles for securing cyberspace. 
The Paris Call builds on the WSIS Tunis Agenda’s defini-
tion of the ‘respective roles’ of states and other stakehold-
ers. It also resonates with the UN Group of Governmental 
Experts (GGE) reaffirmation that international law applies to 
cyberspace. The Paris Call has strong initial support from 
hundreds of signatories, including leading tech companies 
and many governments. Yet the USA, Russia, and China are 
missing. It remains to be seen if the Paris Call will create 
new convergences in global cyberpolitics. In this process, 
the IGF can play an important role.

French President Emmanuel Macron addressing the 13th IGF in Paris
Credit: IGF Secretariat
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HIGHLIGHTS FROM DAY 2

Trust, data, and capacity development were three echoing 
issues on the second day of the 13th Internet Governance 
Forum in Paris. Many discussions focused on how to apply 
this year’s IGF theme, the ‘Internet of Trust’, in practice.

Trust can be increased through more awareness, transpar-
ency in dealing with technology, higher accountability of tech 
companies, and fairness in distributing ‘digital dividends’. 
However, several questions linger in the IGF meeting rooms 
and corridors. Is trust about technology per se, or about 
the people and institutions behind technology? Can trust be 
developed ‘by design’ via technological solutions, as block-
chain proponents argue? How can we ensure that trust is 
part of our daily digital reality and not an abstract notion? It 
is clear that trust will remain high on the agenda of the IGF 
and other upcoming digital policy events.

Data featured highly in yesterday’s discussions as a cross-
cutting issue affecting legal, economic, and social aspects 

of digital growth. More specifically, discussions reflected on 
data protection and the impact of the General Data Protection 
Regulation (GDPR) on policy developments worldwide. The 
GDPR has affected not only data protection itself, but also 
business models and overall approaches to dealing with the 
impact of technology on modern society. Yesterday’s ses-
sions reflected on how countries worldwide can develop 
data policies and regulations.

Capacity development has been an underlying theme of the 
IGF process for many years. Yesterday’s discussions illus-
trated that capacity development approaches and strategies 
need to go beyond simple training. For example, preparing the 
workforce to deal with AI and the future of work requires much 
more than training and workshops. It requires a new societal 
approach to continuous learning beyond school education.

Here, we round up the main highlights, using the Digital 
Watch taxonomy of digital policy issues.

Technology and Infrastructure

Emerging technologies are a matter of trust

Trust in the potential of emerging technologies, such as arti-
ficial intelligence (AI) and blockchain, is crucial if we want 
to make the best use of their ability to improve our lives.  
Blockchain can be used to increase trust in public institu-
tions and government processes, as fully decentralised sys-
tems are expected to reduce the need for oversight.

A first step in building trust is raising awareness and under-
standing of AI and other emerging technologies.  Many 
countries are currently looking for effective ways to use AI 
for delivering public services, managing content policy, and 
increasing cybersecurity. Others fear being left behind in 
AI-driven developments.  We may see new divides based 
on those countries which can effectively employ AI and 
those which have not yet taken such steps. Those who are 

Continued on page 2
Missed the highlights from Day 1? Download yesterday’s  
IGF Daily.

Credit: DiploFoundation
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The IGF will need to adapt quickly in order to remain relevant 
in the fast changing digital world. This was the writing on 
the ‘IGF wall’ in keynote addresses, workshops, and corridor 
discussions.

For the first time in the IGF’s history, the annual meeting 
was presided over by both the host country’s head of state 
and the UN Secretary-General. In sharp contrast with this 
officialdom, government representation was low compared 
to civil society and the business community. The Secretary-
General encouraged the IGF to reach out to governments, in 
particular those from developing countries.

One of the potential reasons for dwindling government par-
ticipation is that the IGF ‘needs to produce more than just 
debate and reflection’.  Last year, the IGF made a step for-
ward by gathering conclusions of discussions in the form of 
Geneva Messages. This year, French President Emmanuel 
Macron made the following proposals for the IGF reform:

• The IGF needs to reform, according to Macron, ‘to become 
a body producing tangible proposals’. Switzerland, 
France, and Germany, as the previous, current, and next 
host, have also been supporting more concrete outputs in 
the IGF deliberations. 
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• participating in a number of other sessions, in-
cluding online moderation.

• publishing over 130 session reports,  together 
with two daily reports, and a final report.

• welcoming forum participants at a dedicated 
booth, to learn more about Diplo’s and the GIP’s 
work, and to obtain copies of Diplo’s IGF Daily 
newsletters and other digital policy publications.

Diplo’s and the GIP’s work was also promoted heavily 
through social media and online platforms. Two vid-
eos, Digital Watch IGF Daily  and IGF Daily - How it is 
made,  invited participants to access the IGF-related 
publications and reports.

4.8 Other policy dialogues

4.8.1 The Geneva Dialogue 
on Responsible Behaviour in 
Cyberspace

The Geneva Dialogue project maps the roles and 
responsibilities of states, industry, and other key ac-
tors in contributing to greater security and stability in 
cyberspace in the context of international peace and 
security; identifies good practices and possible gaps 
in existing efforts; and puts forward recommenda-
tions for overcoming such gaps.

The dialogue, initiated in mid-2018 and running 
through the start of 2019, is led by the FDFA in co-
operation with the GIP, the United Nations Institute for 
Disarmament Research (UNIDIR), ETH Zurich, and the 
University of Lausanne.

• 3 July 2018: Information session: Geneva Dialogue 
on Responsible Behaviour in Cyberspace  | GIP 
Premises | Co-organised by the GIP in co-oper-
ation with the FDFA | Dr Stephanie Borg Psaila 
moderated the session.

• 1–2 November 2018: Conference: Geneva 
Dialogue on Responsible Behaviour in Cyberspace  

http://dig.watch/igf2018
https://www.youtube.com/watch?v=Xq0Cz5iaFNQ
https://www.youtube.com/watch?v=vjgjI1Isrjg&t=2s
https://www.giplatform.org/events/information-session-geneva-dialogue-responsible-behaviour-cyberspace
https://www.giplatform.org/events/geneva-dialogue-responsible-behaviour-cyberspace
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| Versoix | Co-organised by the GIP in co-operation 
with the FDFA | Mr Vladimir Radunović was the 
conference host.

4.8.2 The #CyberMediation 
initiative

The #CyberMediation initiative was launched to ad-
dress the benefits and challenges of using digital 
tools in peace mediation. Several discussions were 
organised throughout the year.

The initiative was launched in March 2018 by the UN 
Department of Political Affairs, Diplo, the Centre for 
Humanitarian Dialogue, swisspeace, researchers 
from Harvard University, and the GIP (Section 3.5.5).

4.8.3 Workshops at major digital 
policy events

Diplo and the GIP organised sessions and workshops 
during the following main events in digital policy:

• During the WSIS Forum 2018,  held in Geneva in 
March 2018:
– Free flow of Data: Panacea or Danger AND 

Concentration in Internet Services  | Dr 
Stephanie Borg Psaila represented the GIP.

– Recipes for success: The funding dimensions of 
capacity development  | Ms Marília Maciel mod-
erated the session; Dr Stephanie Borg Psaila 
represented the GIP.

– How to set the standard for cyber security? 
Guidelines and good practices  | Mr Dejan 
Dinčić represented the GIP.

• During the UNCTAD eCommerce Week,  held in 
Geneva in April 2018:
– Platform-based E-commerce: What is at stake 

for MSMEs?  | Ms Marília Maciel represented 
the GIP.

– Introduction to the Course on Digital Commerce 
and Emerging Technologies  | The session 
included the launch of a publication report  | 
Ms Marília Maciel represented the GIP (Section 
4.5.1).

– Public Private Dialogue to drive E-commerce  | 
Dr Roxana Radu represented the GIP.

• During RightsCon Toronto, held in Toronto, 
Canada, in May 2018:
– The elephant in the room: The funding dimen-

sion of capacity development  | Dr Tereza 
Horejsova moderated the session.

– Bay Area Companies and Governments: 
Discovering the Art of Conversation | Dr Tereza 
Horejsova represented the GIP.

• During EuroDIG,  held in Georgia in June 2018:
– Is GDPR still a mystery?  | Mr Vladimir 

Radunović moderated the session.
– Platform and data neutrality – access to con-

tent  | Mr Vladimir Radunović moderated the 
session.

– Building on a blockchain  | Mr Arvin Kamberi 
moderated the session.

• During the 13th IGF,  held in Paris in November 
2018:
– The challenges of capacity development: practi-

cal approach (WS #262)  | Dr Tereza Horejsova 
moderated the session.

– AI and the future of diplomacy: What’s in store? 
(WS #423)  | Dr Katharina Hoene moderated the 
session.

The GIP was also present at the UN Forum on 
Business and Human Rights in November 2018.

4.8.4 Student visits and other 
events

The GIP, with Diplo’s support, also organised many 
other events and discussions throughout the year, 
including student visits.

• 30 January 2018: GIP co-organises roundtable at 
New America  | Washington DC, USA | Event co-
organised by the GIP with New America.

• 31 January 2018: Briefing for the Permanent 
Representatives of NY Missions on current trends 
in digital policy and the interplay between New 
York and Geneva  | New York, USA | Event organ-
ised by the GIP.

• 27 February 2018: Lecture for Master’s students 
from the College of Europe: ‘Digital Diplomacy at 
Crossroads’  | GIP Premises | Dr Jovan Kurbalija, 
Dr Roxana Radu, and Ms Barbara Rosen Jacobson 
addressed the students, together with special 
guest Mr Andrea Glorioso (EU Commission DG 
Connect).

• 26 March 2018: Visit by students from the School 
for International Training | Co-organised by 
DiploFoundation and SIT, hosted at the GIP | Dr 
Stephanie Borg Psaila and Dr Roxana Radu ad-
dressed the students.

• 16 April 2018: Lunch Dialogue: Digitalisation and 
International Law  | Dr Jovan Kurbalija moder-
ated the discussion.

• 26 April 2018: Data and Digital Diplomacy 
for Small States | GIP Premises | Organised 
by DiploFoundation | Dr Jovan Kurbalija, Dr 
Stephanie Borg Psaila, and Ms Barbara Rosen 
Jacobson represented Diplo and the GIP.

https://dig.watch/events/wsis-forum-2018
https://dig.watch/sessions/free-flow-data-panacea-or-danger-and-concentration-internet-services
https://dig.watch/sessions/recipes-success-funding-dimensions-capacity-development
https://dig.watch/sessions/how-set-standard-cyber-security-guidelines-and-good-practices
https://dig.watch/events/unctad-e-commerce-week-2018
https://dig.watch/sessions/platform-based-e-commerce-what-stake-msmes
https://dig.watch/sessions/introduction-course-digital-commerce-and-emerging-technologies
https://www.diplomacy.edu/sites/default/files/Digital_Commerce_Capacity_Development.pdf
https://dig.watch/sessions/public-private-dialogue-drive-e-commerce
https://dig.watch/resources/elephant-in-the-room
https://dig.watch/events/eurodig-2018
https://dig.watch/resources/gdpr-still-mystery
https://dig.watch/resources/platform-and-data-neutrality-%E2%80%93-access-content
https://dig.watch/resources/building-blockchain
https://www.giplatform.org/events/geneva-internet-platform-13th-internet-governance-forum
https://dig.watch/sessions/challenges-capacity-development-practical-approach
https://dig.watch/sessions/ai-and-future-diplomacy-whats-store
https://www.giplatform.org/events/roundtable-new-america
https://www.giplatform.org/events/briefing-permanent-representatives-ny-missions-current-trends-digital-policy-interplay-0
https://diplo.smugmug.com/Events/2018/College-of-Europe-Visit-2018/i-FCtPxpk
https://www.giplatform.org/events/lunch-dialogue-digitalisation-and-international-law
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• 5 June 2018: Invest in Cybersecurity Workshop   
| GIP premises | Co-organised by the GIP with 
Swiss Global Enterprise | Dr Jovan Kurbalija and 
Mr Dejan Dinčić represented the GIP.

• 18–29 June 2018: The GIP supported the Geneva 
Internet L@w Summer School,  organised by the 
University of Geneva. Three sessions involved the 
GIP directly:
– 18 June 2018: The Geneva Internet Governance 

Landscape  | University of Geneva premises | Dr 
Jovan Kurbalija addressed the students during a 
session on the first day of the Summer School.

– 21 June 2018: Geneva Cybersecurity Law & 
Policy Conference  | Dr Jovan Kurbalija moder-
ated one of the conference sessions.

– 29 June 2018: Closing of the Geneva Internet 
L@w Summer School | GIP premises.

• 3 September 2018: Visit by students from the 
Global Leadership Programme | GIP Premises | 

Organised by CSEND | Dr Stephanie Borg Psaila 
addressed the students.

• 10 October 2018: The EU General Data Protection 
Regulation and international data flows  | Maison 
de la Paix, Geneva | Co-organised by the GIP with 
the Permanent Delegation of the European Union 
to the UN in Geneva, and the Permanent Mission 
of Austria in Geneva.

• 20 November 2018: Welcome to Digital Geneva for 
newly accredited Ambassadors in Geneva  | Dr 
Stephanie Borg Psaila moderated the discussion.

• 27 November 2018: Public International Law 
Day 2018  | Maison de la Paix, Geneva | Co-
organised by the GIP with the FDFA (Department 
of International Law) | Dr Stephanie Borg Psaila 
was the conference host.

• 3 December 2018: Artificial intelligence and diplo-
macy: A new tool for diplomats?  | GIP premises | Dr 
Katharina Hoene represented the GIP (Section 5.1).

https://www.giplatform.org/events/invest-cybersecurity-workshop-0
https://www.giplatform.org/events/geneva-internet-lw-summer-school-2018
https://www.giplatform.org/events/geneva-internet-lw-summer-school-2018
https://www.giplatform.org/sites/default/files/Cybersecurity%20liability%20-%20University%20of%20Geneva%20-%20June%2021%202018.pdf
https://www.giplatform.org/events/eu-general-data-protection-regulation-and-international-data-flows
https://www.giplatform.org/resources/welcome-digital-geneva-event-newly-accredited-ambassadors
https://www.giplatform.org/events/public-international-law-day-2018
https://dig.watch/resources/artificial-intelligence-and-diplomacy-new-tool-diplomats
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5. Research and publications

5.1 Diplo’s new Artificial Intelligence Lab

The past few years presented significant progress in AI. 
On 3 September 2018, Diplo launched its AI Lab,  a mul-
tifaceted initiative which includes research and analysis 
on AI policy (which also feeds into the Digital Watch 
observatory), capacity development in the field of AI and 
related areas, reports from main events and discussions 
on AI, and analysis of the impact of AI on diplomacy.

The following activities and publications were part of 
Diplo’s AI Lab:

• Briefing paper: Searching for meaningful hu-
man control – The April 2018 meeting on Lethal 
Autonomous Weapons Systems,  by Ms Barbara 
Rosen Jacobson. The paper analysed the April 

2018 debate of the Group of Governmental 
Experts (GGE) on lethal autonomous weapons 
systems (LAWS).

• Discussion: Artificial intelligence and diplomacy: A 
new tool for diplomats?  organised by Diplo and 
the Think Tank Hub, and hosted by the GIP on 3 
December 2018 in Geneva. The event focused on 
the application of AI in diplomatic practice.

• Study: Mapping AI’s challenges and opportunities 
for the conduct of diplomacy,  co-authored by Dr 
Katharina E. Hoene, Katarina Anđelković, Nataša 
Perućica, Virdžinija Saveska, Lee Hibbard, and 
Marília Maciel, was conducted in 2018 and pub-
lished in January 2019. It was commissioned by 
the Ministry for Foreign Affairs of Finland.

5.2 Policy papers and briefs

Diplo’s policy papers and briefs provide concrete 
recommendations in areas related to diplomacy and 
Internet governance. In 2018, Diplo published four 
policy papers and briefs.

• A Tipping Point for the Internet: Predictions for 
2018  by Jovan Kurbalija

• Searching for Meaningful Human Control - The 
April 2018 Meeting on Lethal Autonomous 
Weapons Systems  by Barbara Rosen Jacobson

• Developing Community-Level Capacity Assessment 
Tools: Perspectives and Practical Applications in 
the Context of Rural Africa  by Yasuko Kusakari

• Updating International Geneva to the Data-Driven 
Era  by Rafaela Marinho and Avi Krish Bedi

5.3 Research: The MAPPING project

The MAPPING project,  which was launched in 2014 
to create an all-round, joined-up understanding of the 
many and varied economic, social, legal, and ethical 
aspects of the recent developments on the Internet, 
concluded in February 2018.

The project also explored the consequences of these 
developments for the individual and society at large, 

focusing in particular on three complementary and 
interlinked problem areas: Intellectual Property 
Rights, Privacy, and Internet Governance.

Diplo was a partner member  of the MAPPING 
consortium. MAPPING was co-financed by the 
7th Framework Programme of the European 
Commission.

https://www.diplomacy.edu/AI
https://www.diplomacy.edu/sites/default/files/Policy_papers_briefs_10_BRJ.pdf
https://www.diplomacy.edu/blog/artificial-intelligence-and-diplomacy-new-tool-diplomats
https://www.diplomacy.edu/sites/default/files/AI-diplo-report.pdf
https://www.diplomacy.edu/sites/default/files/Policy_papers_briefs_09_JK.pdf
https://www.diplomacy.edu/sites/default/files/Policy_papers_briefs_10_BRJ.pdf
https://www.diplomacy.edu/sites/default/files/Policy_papers_briefs_11_YK.pdf
https://www.diplomacy.edu/sites/default/files/Policy_papers_briefs_12_RMAKB.pdf
https://www.diplomacy.edu/capacity/mapping
http://mappingtheinternet.eu/partners
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5.4 E-book: The Diplomacy of Ancient Greece –  
A Short Introduction

The digital book The Diplomacy of Ancient Greece 
– A Short Introduction,  by G.R. Berridge, explains 
that the diplomatic methods of Ancient Greeks are 
thought by some to have been useless but by others 
to have been the most advanced seen prior to mod-
ern times. This book works to its own view by looking 
at the conditions that produced this diplomacy, the 
personnel it employed, the forms it took, and – in a 
concluding essay – its fitness for its various purpos-
es. The book is published by DiploFoundation.

5.5 Report: Top digital policy developments in 2017

The report Top Digital Policy Developments of 2017: A 
Year in Review  identified the top 20 developments 
that shaped digital policy in 2017, and included – for 
each development – a summary of facts, an analysis 
of the significance of each development, an outline 
timelines, and a list of resources.

The report was based on developments analysed by 
the curators of the Digital Watch observatory, and 
was preceded by the annual predictions: A Tipping 
Point for the Internet: Predictions for 2018.

 The Diplomacy of
Ancient Greece

G. R. Berridge

Invitations to Diplomacy

A short introduction

Top digital policy developments 
in 2017

A year in review

Policy Papers and Briefs – 9, 2018

A TIPPING POINT FOR THE INTERNET: 
PREDICTIONS FOR 2018
Jovan Kurbalija

Summary
• The year 2018 represents a tipping point for the Internet 

and its governance. Processes that have been evolving 
are now starting to mature. Policy decisions are needed. 
If Internet governance is consumed by inertia or con-
trolled by the invisible hand of the market, the Internet 
is likely to fragment into numerous national and com-
mercial Internet(s).

• Geopolitical shifts, in particular, will affect how the 
Internet is governed. The Internet is vulnerable to the 
fragmentation of global society, which is likely to accel-
erate in response to the ongoing crisis of multilater-
alism, as it depends heavily on multilateral rules and 
standards dealing with telecommunications, trade, and 
finances. If this crisis leads to further restrictions in the 
movement of people, capital, and goods across national 
borders, the same is likely to happen with the digital 
economy, including the cross-border flow of data and 
services.

• The first sign of a crisis in multilateralism in digital pol-
icy was the failure of the 5th UN Group of Governmental 
Experts (UN GGE) to reach consensus on a final report. 
Towards the end of 2017, the World Trade Organization 

(WTO) failed to agree on any mandate for e-commerce 
negotiations during the WTO Ministerial meeting in 
Buenos Aires.

• Given the crisis of multilateralism, it will be all the more 
important to use divergence in order to create conver-
gence. While interests in digital policy are now more 
closely defined, they vary considerably. There is a diversity 
of strengths and weaknesses among the major actors, 
which creates both complementarities and controversies.
Yet, most actors have a vested interest in preserving a 
unified Internet on which convergence can be build. 

• More specifically, there are 10 areas of development 
that we will need to watch closely in 2018: the EU’s 
General Data Protection Regulation and the role of 
data at the centre of digital politics, the digital politics 
of cybersecurity, digital trade and the Internet economy, 
courts as makers of digital rules, artificial intelligence, 
cryptocurrencies, content policy between countering 
extremism and fake news, net neutrality and the global 
impact of US regulations, encryption, and developments 
related to the Internet Corporation for Assigned Names 
and Numbers (ICANN).

https://www.diplomacy.edu/resources/books/diplomacy-ancient-greece-short-introduction
https://www.diplomacy.edu/sites/default/files/Top_2017_developments.pdf
https://www.diplomacy.edu/sites/default/files/Policy_papers_briefs_09_JK.pdf
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5.6 Report: Data Diplomacy: Updating diplomacy to  
the big data era

Data science and big data are commonly heard 
concepts, yet very little is known about how and to 
what extent diplomacy could adjust to the emerging 
data-driven era. In 2018, Diplo continued its research 
project on Data Diplomacy,  commissioned by the 
Ministry for Foreign Affairs of Finland.

As part of this project, the Data Diplomacy Report: 
Updating Diplomacy to the Big Data Era  was 
launched on 8 February 2018 in Geneva. The report 
discusses the potential of big data in different areas 
of diplomacy and examines how big data can contrib-
ute to achieving diplomatic goals and supporting the 
work of diplomats. It also addresses capacity build-
ing needs and potential adaptations of the organisa-
tional structure of the MFA. It furthermore highlights 
some of the key limitations and challenges that 
should be considered when adopting big data tools 
for diplomacy.

5.7 Report: The Rise of TechPlomacy in the Bay Area

The Rise of TechPlomacy in the Bay Area  report 
explains how tech diplomacy is becoming a neces-
sity for countries worldwide, and that countries need 
to capture the nexus between technology innovation 
and economic development. To be effectively present 
in the Bay Area, countries need to use innovative 
diplomatic approaches.

The research project analysed how countries in-
teract with the Internet industry in the Bay Area to 
promote the interests of their industry and citizens. 
It analysed the main models of interaction and 
representation, and looked at other global hubs in 
which governments interact with the tech sector. The 
report, written by Dr Tereza Horejsova, Ms Pavlina 
Ittelson, and Dr Jovan Kurbalija, and launched on 
13 April 2018 in San Francisco,  was published by 
DiploFoundation in partnership with the Consulate 
General of Switzerland in San Francisco, swissnex 
San Francisco, and the GIP.

Data 
Diplomacy
Updating diplomacy to the big data era

February 2018

Barbara Rosen Jacobson,
Katharina E Höne and Jovan Kurbalija

The Rise of
TechPlomacy
in the Bay Area

In partnership with:

Tereza Horejsova
Pavlina Ittelson
Jovan Kurbalija

https://www.diplomacy.edu/datadiplomacy/policyresearch
https://www.diplomacy.edu/sites/default/files/Data_Diplomacy_Report_2018.pdf
https://www.diplomacy.edu/sites/default/files/TechPlomacy_BayArea.pdf
https://www.giplatform.org/events/hello-world-rise-tech-diplomacy
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5.8 Report: The Right to be Forgotten in Indonesia

In August 2018, Indonesia’s Legal Aid Press published 
a report on The right to be forgotten in Indonesia  (Hak 
Atas Penghapusan Informasi di Indonesia), during a semi-
nar  at the Ministry of Communication and Informatics 
in Jakarta, moderated by Diplo’s Shita Laksmi.

The study was supported by the Embassy of the 
Netherlands in Jakarta and DiploFoundation. The 
results of the research were published in Indonesian. 
The research was supervised by Ms Laksmi.

5.9 Comic book: The secret life of a cyber-vulnerability

Diplo has been using comic books as an educational 
tool for many years. The comic book The Secret Life of 
a Cyber-Vulnerability,  published in 2018, describes a 
fictitious scenario in which a tech company releases 
software prematurely, with negative consequences.

The comic book was used in training programmes 
such as the GIP’s course on Digital Policy and 
Diplomacy offered to diplomats based in Geneva 
(Section 4.5.4).

https://www.diplomacy.edu/calendar/research-launch-right-be-forgotten-indonesia
http://new.lbhpers.org/wp-content/uploads/2018/09/e-book-RTBF.pdf
https://www.diplomacy.edu/sites/default/files/Secret%20life%20of%20a%20cyber%20vulnerability%20-%20Comic.pdf
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6. Communications

Communicating Diplo’s courses, activities, events, 
research, and projects is one of our main priorities. 
Communication channels utilised in 2018 included 
websites, newsletters, social media networks, and 
alumni and community networks.

In Diplo’s courses, participants from diverse coun-
tries and professional groups can ensure a stimulat-
ing and informative exchange of experiences and 
views. To reach target audiences, Diplo’s training 
programmes, including the Master/Postgraduate 
Diploma in Contemporary Diplomacy and online 
courses, were promoted via multiple channels, 
including paid advertising (online and offline) and 
social media and mailing lists.

Diplo also promoted its work and the GIP initiatives 
– including the Digital Watch observatory – through a 
number of channels, such as events in Washington 
DC, New York, South Africa, Canada, Lebanon, 
Ethiopia, Vanuatu, Jakarta, Singapore, Indonesia, 
Paris, Dubai, Berlin, in addition to Malta, Switzerland 
and Serbia. Diplo also used publications, flyers, 
mailing lists, and social media to promote the GIP’s 
activities.

6.1 Infographics and illustrations

Diplo’s Creative Lab worked on a new series of illus-
trations and infographics in 2018. These were used 

in publications, websites, and social media accounts 
managed by Diplo.

Today’s headlines often feature the word ‘cyber’, reporting on threats related to the virtual world: online 
child abuse, stolen credit cards and virtual identities, malware and viruses, botnets and denial-of-service 
attacks on corporate or government servers, cyber-espionage, and cyber-attacks on critical infrastructure 
including nuclear facilities and power supply networks. What are the real cybersecurity challenges? What 
is the role of diplomacy, international legal instruments, and regional and national policies in addressing 
these threats, and how e�cient are they? How does international cooperation in cybersecurity work, and 
what are the roles of the various stakeholders? This course examines these important questions and 
promotes sharing of knowledge and good practices.

Course topics include:  

 •  Cybersecurity threats 
 •  Cybercrime
 •  Internet safety 
 •  Security of the core Internet infrastructure and critical infrastructure
 •  Cyberterrorism and cyber-conflicts
 •  Cyber-security policies and mechanisms 
 •  Broader context of cybersecurity 
 •  Internet governance

  

How does the course work? 
In this highly interactive 10-week long online course, participants from around the world read and 
discuss course materials, sharing their experience and knowledge under the guidance of an experienced 
course facilitator. Participants complete a number of online activities and assignments to obtain a 
postgraduate-level course certificate. Course groups are limited to 25 participants.

Who should apply?
• O�cials in government ministries or regulatory bodies, including diplomats, who deal with security or 

ICT policy issues
• Sta� of intergovernmental, international, and regional organisations in charge of security cooperation, 

justice and home a�airs, defence or Internet and ICT policy
• Postgraduate students, academics, and researchers in the field of security or Internet
• Professionals from the corporate sector in charge of Internet and security policies
• Journalists and sta� of non-governmental organisations, covering issues of Internet rights and security

I am very satisfied with the level of my knowledge improvement. The course gave 
me so much information and links to further resources and reading materials. 
The discussions we had were interesting too.
Suada Hadzovic, Communications Regulatory Agency, 
Bosnia and Herzegovina

Cybersecurity
Interactive Online Course

DiploFoundation - Towards more inclusive and e�ective diplomacy

To find out more about this course and other Diplo courses, and to apply, please visit 
www.diplomacy.edu/courses or contact admissions@diplomacy.edu

Internet governance (IG) may be more important to you than you realise. Have you been reading and worry-
ing about cybersecurity threats? Does online surveillance concern you and your colleagues? Net neutrali-
ty? Privacy in online storage? Guidelines for cross-border Internet issues? How can regulators enhance 
and protect without interfering with the innovative principles that are the core of the Internet? Learning 
more about IG will help you understand these personal and professional issues, and what can and should 
be done about them. 

Course topics include: 
 •  Infrastructure and standardisation
 •  Network neutrality and Cybersecurity
 •  Legal issues and Economic issues
 •  Development and sociocultural issues
 •  Human rights
 •  IG processes and actors

How does the course work? 
In this highly interactive 10-week long online course, participants from around the world  read and 
discuss course materials, sharing their experience and knowledge under the guidance of an experienced 
course facilitator. Participants complete a number of online activities and assignments to obtain a 
postgraduate-level course certificate. Course groups are limited to 25 participants.  

Who should apply?
• Government o�cials, including diplomats, who deal with Internet-related topics
• Postgraduate students, academics, and researchers in Internet governance  or related fields 
• Civil society activists, international organisation sta� members, and journalists covering Internet 

governance issues
• Individuals in Internet business-related fields (e.g. ISPs, software developers)

I learned a lot from the cross-cutting expertise and perspectives of the professor and 
co-participants from the public and private sectors. As a diplomat immersed in more 
traditional concerns, the IG course was eye-opening. I highly recommend the course 
to anyone desiring to have a meaningful overview of the multidimensional issues 
involved, with a view to subsequently deepening knowledge or making concrete 
contributions in the international, regional or local arena.
Ryan Francis D. Gener, Director, Visa Division, O�ce of Consular A�airs
Department of Foreign A�airs, Republic of the Philippines

Introduction to Internet Governance 
Interactive Online Course

To find out more about this course and other Diplo courses, and to apply, please visit 
www.diplomacy.edu/courses or contact admissions@diplomacy.edu

DiploFoundation - Towards more inclusive and e�ective diplomacy

Master in
Contemporary

Diplomacy
OPTION:

INTERNET GOVERNANCE
SPECIALISATION

DiploFoundation
Anutruf, Hriereb Street, Msida, MSD 1675, Malta
Phone: +356 21 333 323

www.diplomacy.edu
admissions@diplomacy.edu /DiploFoundation
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6.2 Videos

Diplo’s Creative Lab produced a wide range of edu-
cational and reporting videos. A new series of short 
videos was used to communicate our main activities, 
and enrich our social media presence.

The team also created new audio-visual content for 
the Digital Watch observatory, and developed video 

updates on digital policy in various regions around 
the world with the help of the observatory’s curators. 
In addition, Diplo received and published many testi-
monial video messages from course participants.

Most videos are available on Diplo’s YouTube channel 
(Section 6.5.2).

Why did the Cambridge Analytica case raise 
concern?

UN World Data Forum 2018

Who studied with Diplo in 2017 – Animation Language and Diplomacy course video

https://youtu.be/m2Yjaf2hVL4
https://youtu.be/BPCeKKXihWk
https://www.youtube.com/watch?v=48g1sqTqvWs&feature=youtu.be
https://www.youtube.com/watch?v=y--lWYEho3M&feature=youtu.be
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6.3 Websites

Diplo’s technical team continued to make improve-
ments to all websites managed by Diplo, including 
more flexible page structures and more efficient 
content filters. All websites were updated to comply 
with the EU’s General Data Protection Regulation 
(GDPR).

In 2018, new features were added to Diplo’s official 
website, www.diplomacy.edu, and Diplo’s learning 
management system (Section 3.8). Website visits 
from organic Google searches increased substantial-
ly, while direct access to the website more than dou-
bled when compared to the previous year. The top 10 

http://www.diplomacy.edu
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countries visiting the website were the USA, India, 
Bangladesh, Philippines, Pakistan, Nigeria, the UK, 
Switzerland, Kenya, and Indonesia.

The institutional website of the GIP, www.giplatform.
org, was updated with new relevant content, and in 
2018 registered a 22% increase in users compared 
to 2017. The increase in visitors was registered in 
organic searches, but more significantly in direct 
access and referrals. The website continues to serve 
as the institutional website of the project, with a 
focus on Geneva-based events and actors, and news 
related to the GIP. The team updates it to retain its 
formal and institutional aims, and at the same time 
showcase and link to the Digital Watch observatory, 
newsletters, just-in-time reporting initiatives, and 
other projects.

Diplo continued to manage the International Forum 
on Diplomatic Training (IFDT) website, https://
forum.diplomacy.edu. The website promotes the 
yearly Meeting of Deans and Directors of Diplomatic 
Academies and Institutes of International Relations 
(which in 2019 will take place in Geneva), as well as 
training opportunities, events, and other resources. 
After the launch of the new website in 2016, the team 
continued to provide new content and updates in 
2018, to keep the website dynamic and up-to-date.

In addition, the team continued to improve the web-
site of the Digital Watch observatory (Section 4.1.1), 
and developed two new websites:

• https://diplo.us Diplo’s Washington office website
• https://genevadialogue.ch Geneva Dialogue on 

Responsible Behaviour in Cyberspace (Section 
4.8.1) website

6.4 Blogs and mailing lists

Diplo’s blogosphere has flourished over the years. In 
2018, Diplo published over 60 blog posts on a wide 
range of topics including digital politics, cybersecu-
rity, capacity development, knowledge management, 
online learning, and contemporary diplomacy. Blog 
posts, written by Diplo’s team and several guest au-
thors, provide opportunities for further reflection on 
topical diplomacy and Internet governance issues.

Diplo continued to publish its fortnightly newslet-
ter, DiploNews,  which updates readers – including 
partners, alumni, and faculty – on upcoming and past 
events, new programmes and activities, courses, and 
other initiatives. In 2018, Diplo published 24 editions, 

which were distributed through a dedicated mailing 
list, shared with funders, and shared online through 
social media networks.

In addition to DiploNews, we promote our activities 
through the alumni network and mailing list. Other 
mailing lists for specific content – such as a mailing 
list dedicated to Diplo’s courses – continued to be 
maintained in 2018.

The GIP’s mailing list is an important bridge between 
the GIP’s activities and the digital policy community. By 
December 2018, the number of subscribers increased 
by almost 25% compared to the previous year.

http://www.giplatform.org
http://www.giplatform.org
https://forum.diplomacy.edu
https://forum.diplomacy.edu
https://diplo.us
https://genevadialogue.ch
https://www.diplomacy.edu/resources/diplonews?page=1
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6.5 Social media networks

n the online space, social media is an important 
channel for Diplo. In 2018, we continued to make use 
of and expand our social media channels to promote 
activities with our community, and to complement the 
more traditional methods of communication.

Two long-term social media campaigns contributed 
to an increase in followership:

• #TeamTuesday: Using DiploFoundation’s 
Facebook, Twitter, and Instagram accounts, the 
followers were introduced to Diplo’s team, their 
job within Diplo, and their background. The cam-
paign started in July 2018 (and is planned to run 
through 2019).

• #gipIGtimeline: Using the GIP’s Twitter and 
Facebook channels, the campaign promoted 
events which had left their mark on Internet gov-
ernance and digital policy history. The campaign 

was linked to content on the Digital Watch obser-
vatory, at https://dig.watch/timeline, and started 
in August 2018. It will end in July 2019.

6.5.1 Twitter, Facebook,  
and LinkedIn

Twitter remained one of Diplo’s most used channels. 
In 2018, our most popular accounts were @diploma-
cyedu, with over 10 000 followers by the end of the 
year; @ediplomat, with over 14 500 followers; and @
igcbp, with over 10 000 followers. The GIP’s Twitter 
account, @GenevaGIP, had close to 2200 followers by 
the end of the year.

Another widely used tool is Facebook. In 2018, 
Diplo continued to maintain a number of Facebook 
pages which increased in popularity over the previ-
ous year. Our main channel, www.facebook.com/
DiploFoundation, closed the year with over 5800 
‘likes’; the account dedicated to e-diplomacy, https://
www.facebook.com/ediplomacy/, closed with 
over 2300 ‘likes’; while Diplo’s account dedicated to 
Internet governance issues, www.facebook.com/ig-
cbp, had just over 2000 ‘likes’ by the end of the year. 
The GIP’s Facebook page also gained in popularity, 
with almost 1500 page ‘likes’ by the end of the year.

As LinkedIn has become more popular in recent 
years, Diplo’s communication team increased its 
efforts in using this platform for outreach. In 2018, 
Diplo’s LinkedIn account closed the year with over 
2100 followers, up from almost 1800 the previous 
year.

https://dig.watch/timeline
http://www.facebook.com/DiploFoundation
http://www.facebook.com/DiploFoundation
https://www.facebook.com/ediplomacy/
https://www.facebook.com/ediplomacy/
http://www.facebook.com/igcbp
http://www.facebook.com/igcbp
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6.5.2 YouTube

Diplo’s YouTube channel  hosts recordings from 
webinars, WebDebates, and events with online par-
ticipation, as well as interviews with Diplo experts, 
course reviews from alumni members, educational 
videos, and promotional videos. The channel is 

especially popular with practitioners of digital policy 
who tune in to view recordings of the GIP briefings on 
Internet governance.

In 2018, Diplo’s YouTube channel had over 600 sub-
scribers, with a total of 97 509 video views since 
Diplo joined the network in 2007.

6.5.3 Instagram

Our channel on Instagram  launched in August 
2017, currently has over 200 followers, and is used 

to share various material, including photos from 
events, promotion of Diplo courses and events, 
#TeamTuesday material, and more.

2018 2017
Eur Eur

Income 1,766,497 2,152,678

Direct Costs (1,685,405) (1,786,264) 

Gross Contribution 81,092 366,414

Administration expenses (273,647) (268,202) 

Finance costs (22,065) (21,098) 

(Deficit)/surplus before tax (214,620) 77,114

Income tax expense - - 

(Deficit)/surplus for the year (214,620) 77,114

DiploFoundation
Statement of Comprehensive Income for the year ended 31 December 2018

https://www.youtube.com/user/DiploFoundation
https://www.instagram.com/diplofoundation/
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7. Financial Report

2018 2017
Eur Eur

Income 1,766,497 2,152,678

Direct Costs (1,685,405) (1,786,264) 

Gross Contribution 81,092 366,414

Administration expenses (273,647) (268,202) 

Finance costs (22,065) (21,098) 

(Deficit)/surplus before tax (214,620) 77,114

Income tax expense - - 

(Deficit)/surplus for the year (214,620) 77,114

DiploFoundation
Statement of Comprehensive Income for the year ended 31 December 2018
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Independent Auditor’s Report

To the Administrators of DiploFoundation

Report on the Audit of the Financial Statements

Opinion 

In our opinion, the accompanying financial statements give a true and fair view of the Foundation as at 31 
December 2018, and of its financial performance and its cash flows for the year then ended in accordance 
with the International Financial Reporting Standards as adopted by the EU.

We have audited the financial statements of DiploFoundation, set out on pages 3 to 11, which comprise the 
statement of financial position as at 31 December 2018, the statement of comprehensive income, statement 
of changes in funds and statement of cash flows and notes to the financial statements, including a summary 
of significant accounting policies.

Basis for Opinion

We conducted our audit in accordance with International Standards on Auditing (ISAs). Our responsibili-
ties under those standards are further described in the Auditor’s Responsibilities for Audit of the Financial 
Statements section of our report. We are independent of the Foundation in accordance with the International 
Ethics Standard Board for Accountants’ Code of Ethics for Professional Accountants (IESBA Code) together 
with the ethical requirement that are relevant to our audit of the financial statements in accordance with the 
Accountancy Professional (Code of Ethics for Warrant Holders) Directive issued in terms of the Accountancy 
Profession Act (Cap. 281) in Malta, and we have fulfilled our other ethical responsibilities in accordance with 
these requirements and the IESBA Code. We believe that the audit evidence we have obtained is sufficient 
and appropriate to provide a basis for our opinion.

Other Information

The administrators are responsible for the other information, which comprises the director’s report. Our 
opinion on the financial statements does not cover the other information, including the director’s report.

In connection with our audit of the financial statements, our responsibility is to read the other information 
and, in doing so, consider whether the other information is materially inconsistent with the financial state-
ments or our knowledge obtained in the audit, or otherwise appears to be materially misstated.

Responsibilities of the Administrators

The administrators are responsible for the preparation of the financial statements that give a true and fair 
view with the International Financial Reporting Standards, and for such internal control as the administra-
tors determine is necessary to enable the preparation of financial statements that are free from mate-
rial misstatement, whether due to fraud or error. The administrators are responsible for overseeing the 
Foundation’s financial reporting process.

Auditor’s Responsibilities for the Audit of the Financial Statements

Our objectives are to obtain reasonable assurance about whether the financial statements as a whole 
are free from material misstatement, whether due to fraud or error, and to issue an auditor’s report 
that includes our opinion. Reasonable assurance is a high level of assurance, but is not a guarantee that 
an audit conducted in accordance with ISAs will always detect a material misstatement when it exists. 
Misstatements can arise from fraud or error and are considered material if, individually or in the aggregate, 
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they could reasonably be expected to influence the economic decisions of users taken on the basis of these 
financial statements.

As part of an audit in accordance with ISAs, we exercise professional judgment and maintain professional 
scepticism throughout the audit. we also:

• Identify and assess the risks of material misstatement of the financial statements, whether due to fraud 
or error, design and perform audit procedures responsive to those risks, and obtain audit evidence that is 
sufficient and appropriate to provide a basis for our opinion. The risk of not detecting a material misstate-
ment resulting from fraud is higher than for one resulting from error, as fraud may involve collusion, forgery, 
intentional omissions, misrepresentations, or the override of internal control.

• Obtain an understanding of internal control relevant to the audit in order to design audit procedures that are 
appropriate in the circumstances, but not for the purpose of expressing an opinion on the effectiveness of 
the Foundation’s internal control.

• Evaluate the appropriateness of accounting policies used and the reasonableness of accounting estimates 
and related disclosures made by the administrators.

• Evaluate the overall presentation, structure and content of the financial statements, including the disclo-
sures, and whether the financial statements represent the underlying transactions and events in a manner 
that achieves fair presentation.

• Obtain sufficient appropriate audit evidence regarding the financial information of the foundation.

We are required communicate with the administrators regarding, among other matters, the planned scope 
and timing of the audit and significant audit findings, including any significant deficiencies in internal control 
that we identify during our audit.

Griffiths + Associates Ltd 

Certified Public Accountants  
Level 1, Casal Naxaro,  
Labour Avenue,  
Naxxar, NXR 9021, Malta. 

Date: 20 August 2019
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8. People

8.1 Board of Administrators

Prof. Dietrich Kappeler – Honorary President of 
DiploFoundation
Diplo Senior Fellow and former Director, 
Mediterranean Academy of Diplomatic Studies, Malta

Amb. Victor Camilleri – President
Former Permanent Ambassador of Malta to the 
United Nations in New York and Geneva

Amb. Valentin Zellweger – Vice-President 
Permanent Representative of Switzerland to the 
United Nations and the other international organisa-
tions in Geneva

Amb. Saviour F. Borg
Ambassador of Malta to Switzerland and the 
Principality of Liechtenstein
Advisor to the Minister for Foreign Affairs and Trade 
Promotion of Malta

Amb. Maud Vuyelwa Dlomo
Ambassador of South Africa to Madagascar

Dr Isabelle Ragonesi
Senior Lecturer, Department of International 
Relations, University of Malta

Mr Pio Wennubst
Assistant Director General of the Swiss Agency for 
Development and Cooperation

Dr Jovan Kurbalija – Secretary of the Board* 
Director of DiploFoundation 

Note: Dr Kurbalija is on leave of absence from 12 July 
2018. The Interim Director is Dr Stephanie Borg Psaila.

8.2 Senior Management Team

Dr Stephanie Borg Psaila – Interim Director, 
DiploFoundation

Dr Tereza Horejsova – Project Development  
Director

Ms Hannah Slavik – Educational Programmes 
Director

Mr Vladimir Radunović – Cybersecurity and 
E-diplomacy Programmes Director

8.3 Senior Fellows

Prof. Geoff Berridge, Emeritus Professor of 
International Politics, University of Leicester

Amb. Petru Dumitriu, United Nations Joint Inspection 
Unit

Ms Liz Galvez, former Senior British Diplomat 

Mr Lee Hibbard, Administrator, Bioethics Unit, 
Council of Europe
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Amb. Christopher Lamb, former Australian 
Ambassador and Humanitarian Diplomacy Head, 
International Federation of Red Cross and Red 
Crescent Societies (IFRC)

Mr Aldo Matteucci, former Deputy Secretary General 
of EFTA

Amb. Laurence Pope, Former US Ambassador and 
Political Advisor to C-in-C Central Command

Amb. Kishan Rana, Professor Emeritus, former 
Indian Ambassador, and a joint secretary to Prime 
Minister Indira Gandhi

Dr Alex Sceberras Trigona, Special Envoy for the 
Prime Minister of Malta

Dr Biljana Scott, Associate of the China Centre, 
University of Oxford

8.4 Staff 

Mr Cedric Amon, Project Assistant

Mr Robert Aquilina, Finance Manager

Mr Miodrag Badnjar, Media Developer Online Courses

Mr Patrick Borg, Master/PGD in Contemporary 
Diplomacy Co-ordinator; Malta Office Head

Ms Jelena Dinčić, Communications Assistant

Ms Stefania Grottola, Project Assistant

Dr Katharina Hoene, Senior lecturer, researcher, and 
project manager

Ms Pavlina Ittelson, Project Officer

Ms Jelena Jakovljević, Web Manager and Designer

Mr Đorđe Jančić, Head of Data Team

Mr Arvin Kamberi, Multimedia Co-ordinator

Mr Rade Kotur, Online Programmes Assistant

Mr Nikola Krstić, Chief Information Officer (CIO)

Ms Shita Laksmi, Project Manager, Asia

Mr Marco Lotti, Project Manager

Ms Marília Maciel, Digital Policy Senior Researcher

Ms Dragana Markovski, Online Programmes 
Assistant

Ms Darija Medić, Web and Software Programmer, 
Digital Art Project Coordinator

Mr Viktor Mijatović, Publications Graphic Designer

Ms Mina Mudrić, Publications Manager

Mr Aleksandar Nedeljkov, Publications Designer

Ms Tanja Nikolić, Course Admissions Co-ordinator

Ms Virginia (Ginger) Paque, Internet Governance and 
E-diplomacy Programmes

Ms Nataša Perućica, Research officer

Mr Carmelo P. Romano, Clever Solutions Ltd, IT 
Support

Ms Sorina Teleanu, Digital Policy Senior Researcher

Ms Andrej Škrinjarić, Online Programmes 
Co-ordinator

Prof. Vladimir Veljašević, Illustrator

Ms Milica Virijević Konstantinović, Belgrade Office 
Head; Travel and Workshop Co-ordinator
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8.5 Lecturers, guest lecturers,  
workshop speakers, tutors,  
and course co-ordinators

Ms Lawrencia Adams (Ghana)

Amb. Amr Aljowaily (Egypt) 

Dr Daniel Beaudoin (Israel) 

Prof. Geoff Berridge (UK) 

Mr Patrick Borg (Malta)

Dr Stephanie Borg Psaila (Malta) 

Ms Jessica Cadesky (Canada)

Amb. Victor Camilleri (Malta) 

Mr Aapo Cederberg (Finland)

Mr Bipul Chatterjee (India) 

Ms Leila Chepkemboi (Kenya)

Ms Solange Mike Cross (Trinidad and Tobago) 

Ms Priyanthi Daluwatte (Sri Lanka)

Prof. Jacques de Werra (Switzerland)

Mr Dejan Dinčić (Switzerland) 

Ms Jelena Dinčić (Serbia)

Dr Avri Doria (USA)

Amb. Petru Dumitriu (Romania) 

Mr Haraldur Egilsson (Iceland)

Ms Phoebe Farag Mikhail (USA)

Ms Anaïs Faure Atger (Belgium)

Mr Alan Franklin (Canada) 

Ms Liz Galvez (UK) 

Mr Tracy Hackshaw (Trinidad and Tobago) 

Ms Melissa Hathaway (USA)

Ms Dominique Hempel Rodas (Switzerland) 

Mr Lee Hibbard (UK)

Dr Katharina Hoene (Germany) 

Dr Tereza Horejsova (USA)

Ms Anne-Rachel Inne (USA)

Ms Pavlina Ittelson (USA)

Dr Marion Jansen (Switzerland)

Prof. Michael Kende (Switzerland)

Ms Carol Kiangura (Kenya) 

Mr Markus Kummer (Switzerland)

Dr Jovan Kurbalija (Switzerland) 

Dr Yasuko Kusakari (Japan)

Amb. Christopher Lamb (Australia)

Dr Anthony Land (UK)

Mr Marco Lotti (Switzerland)

Ms Marília Maciel (France) 

Ms Dragana Markovski (Serbia)

Mr Tim McInerny (Australia)

Ms Morgan Mead (UK)

Mr Jean-Michel Monod (Switzerland) 

Ms Mary Murphy (Ireland)

Mr Valeriu Nicolae (Romania)

Ms Sahar Okhovat (Australia)

Mr Javier Ormeno (Peru)

Ms Virginia Paque (USA) 

Ms Jenny Pearson (UK) 

Mr Vladimir Radunović (Serbia) 

Amb. Kishan Rana (India) 

Amb. Paramjit S. Sahai (India) 

Dr André Saramago (Portugal)

Dr Alex Sceberras Trigona (Malta) 

Dr Biljana Scott (UK) 

Ms Jennifer Scott (USA)

Mr Andrej Škrinjarić (Serbia) 

Ms Hannah Slavik (Romania)

Mr Tore Svenning (Norway) 

Amb. Olaph Terribile (Malta) 

Ms Shane Tews (USA)

Mr Thomas Theishon (Germany)

Dr Tatiana Tropina (Germany)

Amb. Ibrahim Uvais (Maldives)

Ms Deidre Williams (Saint Lucia)

Dr Vincente Yu (Switzerland)

Mr Quan Zhao (Switzerland)

Ms Roberta Zuchenga (Italy)
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